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	Programme Educational Objectives (PEOs)

	The B.Sc. Computer Science with Cloud Computing program describe accomplishments that graduates are expected to attain within five to seven years after graduation

	PEO1
	Acquire fundamental knowledge in computer science concepts such as programming, data structures, computer organization, and operating systems to build a strong computing foundation.

	PEO2
	Apply the concepts of cloud computing, virtualization, and web technologies to develop and manage basic cloud-based applications and services.

	PEO3
	Develop analytical and problem-solving abilities through hands-on laboratory work, projects, and skill-based training to address real-time computing challenges.

	PEO4
	Demonstrate professional competencies including communication, teamwork, and adaptability required for employment in IT, software, and cloud service industries.

	PEO5
	Exhibit ethical values, social responsibility, and a lifelong learning attitude to adapt to technological advancements and contribute effectively to society.


	Programme Specific Outcomes (PSOs)

	After the successful completion of the B.Sc. Computer Science with Cloud Computing program the students are expected to

	PSO1
	Apply fundamental concepts of computer science, programming, data structures, and operating systems to design and implement efficient computing solutions.

	PSO2
	Demonstrate practical skills in developing software applications using programming languages such as C, Java, and Python through laboratory and project work.

	PSO3
	Utilize database management techniques, networking concepts, and optimization strategies to manage and process data effectively in cloud environments.

	PSO4
	Implement cloud computing principles, virtualization, and deployment models using popular platforms like AWS, Azure, and Google Cloud to build scalable applications

	PSO5
	Integrate professional skills, ethical practices, teamwork, and continuous learning habits to succeed in IT and cloud-based industries or pursue higher education.




	Programme Outcomes (POs)

	On successful completion of the B.Sc. Computer Science with Cloud Computing

	PO1
	Acquire fundamental knowledge of computer science, mathematics, and cloud technologies to understand core concepts and principles

	PO2
	Apply programming logic, data structures, and algorithms to design and implement simple and efficient software applications.

	PO3
	Demonstrate proficiency in using modern programming languages, development tools, and cloud platforms for application development and deployment.

	PO4
	Analyze real-world computing problems and identify appropriate technologies or methodologies to provide effective solutions.

	PO5
	Utilize database management, networking, and operating system concepts to support and manage cloud-based systems.

	PO6
	Implement cloud computing models, virtualization, and DevOps practices for deploying, monitoring, and maintaining applications.

	PO7
	Communicate effectively through verbal, written, and digital means, and work collaboratively in multidisciplinary teams.

	PO8
	Exhibit professional ethics, social responsibility, and environmental awareness while applying computing solutions.

	PO9
	Engage in lifelong learning through skill-based training, certifications, and adapting to emerging technologies in the IT and cloud domains.

	PO10
	Develop entrepreneurial, analytical, and problem-solving abilities to contribute innovatively to industry and society.


BHARATHIAR UNIVERSITY: COIMBATORE 641 046
B. Sc. Computer Science with Cloud Computing (CBCS PATTERN)
(For the students admitted from the academic year 2026 – 2027 and onwards)
Scheme of Examination
	Part
	Title of the Course
	Hours/ Week
	Examination
	Credits

	
	
	
	Duration

in Hours
	Maximum Marks
	

	
	
	
	
	CIA
	CEE
	Total
	

	Semester I

	I
	Language – I
	6
	3
	25
	75
	100
	4

	II
	English – I
	4
	3
	25
	75
	100
	4

	III
	Core 1: Fundamentals of Computer Programming
	5
	3
	25
	75
	100
	4

	III
	Core 2: Computer Organization and Architecture
	5
	3
	25
	75
	100
	4

	III
	Core Lab 1: Computer Programming Lab
	4
	3
	20
	30
	50
	2

	III
	Allied 1: Discrete Structures
	4
	3
	25
	75
	100
	4

	IV
	Environmental Studies*
	2
	3
	-
	50
	50
	2

	
	Total
	30
	
	145
	455
	600
	24

	Semester II

	I
	Language – II
	6
	3
	25
	75
	100
	4

	II
	English – II
	4
	3
	25
	25
	50
	2

	III
	Core 3: Java Programming
	4
	3
	25
	75
	100
	4

	III
	Core Lab 2: Data Structures using Java
	4
	3
	20
	30
	50
	2

	III
	Core 4 : Data Structures
	4
	3
	25
	75
	100
	4

	III
	Allied 2: Optimization Techniques
	4
	3
	25
	75
	100
	4

	IV
	Value Education – Human Rights*
	2
	3
	-
	50
	50
	2

	IV
	Naan Mudhalvan Skill Course
	2
	
	25
	25
	50
	2

	
	Total
	30
	
	170
	430
	600
	24

	Semester III

	I
	Language – III
	6
	3
	25
	75
	100
	4

	II
	English – III
	4
	3
	25
	75
	100
	4

	III
	Core 4: Python Programming
	3
	3
	25
	75
	100
	4

	III
	Core 5: Cloud Computing Architecture and Design
	3
	3
	25
	75
	100
	4

	III
	Core Lab 4: Python Programming Lab
	3
	3
	20
	30
	50
	2

	III
	Allied 3: Operating System and Linux Foundation
	4
	3
	25
	75
	100
	4

	III
	Skill based Subject 1: SE & SPM
	3
	3
	25
	25
	50
	2

	IV
	Tamil** / Advanced Tamil* (OR) Non- major elective - I (Yoga for Human Excellence) * / Women’s Rights*
	1
	3
	-
	50
	50
	1

	IV
	Naan Mudhalvan Skill Course 
	2
	
	25
	25
	50
	2

	IV
	Health and Wellness**
	1
	
	100
	-
	100
	1

	
	Total 
	30
	
	295
	505
	800
	28


	Semester IV

	I
	Language – IV
	6
	3
	25
	75
	100
	4

	II
	English – IV
	4
	3
	25
	75
	100
	4

	III
	Core 6: Cloud Virtualization and Security
	3
	3
	25
	75
	100
	4

	III
	Core 7: Database Management System
	3
	3
	25
	75
	100
	4

	III
	Core Lab 5: Database Lab (include sql and nosql)
	3
	3
	20
	30
	50
	2

	III
	Allied 4: Data Communication and Networks
	4
	3
	25
	75
	100
	4

	III
	Skill based Subject 2 Lab : Capstone Project Work Phase I 
	3
	3
	20
	30
	50
	2

	IV
	Tamil**/Advanced Tamil* (OR) Non- major elective -II (General Awareness*)
	1
	3
	-
	50
	50
	1

	IV
	Disaster Management
	1
	-
	50
	-
	50
	1

	IV
	Naan Mudhalvan Skill Course 
	2
	-
	25
	25
	50
	2

	III
	Internship Training (During the vacation of Fourth Semester)
	-
	-
	-
	-
	-
	-

	
	Total
	30
	
	240
	510
	750
	28

	Semester V

	III
	Core 8: Cloud Deployment and Management (AWS/Azure/GCP)
	6
	3
	25
	75
	100
	4

	III
	Core 9: Web Technology 
	6
	3
	25
	75
	100
	4

	III
	Core Lab 6: Web Technology Lab (node js, Django, flask)
	6
	3
	20
	30
	50
	2

	III
	Elective – I: Big Data Analytics on Cloud/Cloud for IoT/Machine Learning on Cloud
	6
	3
	25
	75
	100
	3

	III
	Skill based Subject 3 Lab: Capstone Project Work Phase II 
	4
	3
	20
	30
	50
	2

	IV
	Naan Mudhalvan–Skill Course ***
	2
	
	25
	25
	50
	2

	III
	Internship Training - Viva Voce Examination 
	
	3
	30
	45
	75
	3

	
	Total
	30
	
	170
	355
	525
	20

	Semester VI

	III
	Core 10: DevOps and Cloud Automation
	5
	3
	25
	75
	100
	4

	III
	Core 11: Project Work Lab using DevOPS
	5
	3
	25
	75
	100
	4

	III
	Core Practical –VII : DevOps and Cloud Automation Lab
	5
	3
	20
	30
	50
	2

	III
	Elective – II: Edge Computing/ Cybersecurity in Cloud Environments/Cloud Storage and Backup Management
	5
	3
	25
	75
	100
	3

	III
	Elective – III : Mobile Application Hosting on Cloud/Digital Marketing using Cloud Tools/Web Application Hosting on Cloud
	5
	3
	25
	75
	100
	3

	III
	Skill Based Subject 4 : Malware Analysis and Reverse Engineering
	3
	3
	25
	25
	50
	2

	V
	Extension Activities**
	-
	-
	50
	-
	50
	2

	
	Naan Mudhalvan Skill Course ***
	2
	
	25
	25
	50
	2

	
	Total
	30
	
	220
	380
	600
	22

	
	Grand Total
	180
	
	1240
	2635
	3875
	146


· *No Continuous Internal Assessment (CIA), University Examinations Only.
· **No University Examinations, Continuous Internal Assessment (CIA) Only.
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	Course Code
	
	Fundamentals of Computer Programming
	L
	P
	C

	Core/Elective/

Supportive
	Core : 1
	5
	0
	4

	Pre-requisite
	· Basic knowledge of C concepts and C++ Programming
· Basic knowledge in Procedure Oriented Programming concepts
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:

1. To understand the fundamental concepts of structured and object-oriented programming.

2. To develop problem-solving and algorithmic thinking skills.

3. To implement programs using C and C++ for computational and data-centric problems.

4.  To prepare students for higher-level courses in cloud software development

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Learn the fundamentals of computers and problem-solving techniques, and understand the basic concepts of the C programming language.   
	K1

	2
	Understand decision-making, looping, and function concepts in C, and apply arrays and strings to develop modular and efficient programs.
	K2

	3
	Analyze the principles of Object-Oriented Programming and apply C++ features such as functions, classes, objects, and constructors to build simple object-based programs. 
	K3

	4
	Apply operator overloading and inheritance concepts in C++ to create reusable and extensible object-oriented programs.
	K4

	5
	Apply pointers, file handling concepts, templates, and exception handling to create efficient, reliable, and reusable solutions.
	             K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction to C Programming
	12 Hours

	Basics of Computer Programming: Problem-solving steps -Algorithms – Flowcharts - Pseudocode. Overview of programming languages: Compiler – Interpreter- Linker- Overview of C - Structure of a C Program - Character Set – Tokens – Identifiers – Keywords – Constants – Variables - Data Types. Operators and Expressions: Arithmetic – Relational – Logical – Bitwise – Assignment - Increment/Decrement - Conditional operators. Input/Output operations: printf() - scanf() - Escape sequences - Type conversions - Operator precedence and associativity – Mathematical functions - Reading & Writing a character - Formatted input and output.

	Unit II
	Control Structures, Arrays, Functions, and Strings in C
	12 Hours

	Decision Making and Branching: Introduction- if- if else- nesting of if else – switch statement. Conditional operator. Decision Making and Looping: Introduction- for – while – do while. Jumps in loops: break – continue -goto. Functions: Declaration-Definition- Function call- Recursion- Parameter passing--Storage classes. Arrays: One-dimensional- Two-dimensional arrays - Array operations. Strings: Character arrays- String handling functions.

	Unit III
	Introduction to Object-Oriented Programming & C++
	12 Hours

	Limitations of C and Need for Object-Oriented Programming (OOP) - key concepts of Object-Oriented   Programming- Tokens-Keywords-Identifiers-Variables-Constants- I/O in C++. Functions in C++: Function overloading - Inline functions. Classes and Objects: Declaring Objects – Defining Member Functions – Static Member variables and functions – array of objects –friend functions – Overloading member functions – Bit fields and classes – Constructor and destructor with static members.

	Unit IV
	Overloading and Inheritance
	 10 Hours

	Operator Overloading: Overloading unary, binary operators – Overloading Friend functions – type conversion – Inheritance: Types of Inheritance – Single- Multilevel – Multiple-Hierarchal- Hybrid-Multi path inheritance – Virtual base Classes – Abstract Classes

	Unit V
	Advanced Concepts in C++
	12 Hours

	Pointers:  Declaration – Pointer to Class - Object – this pointer – Pointers to derived classes and Base classes –File handling in C++: File stream classes – file modes – Sequential Read / Write operations – Binary and ASCII Files – Random Access Operation. Templates - Exception Handling.

	Unit VI
	Contemporary Issues
	2 Hours

	Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	60 Hours

	Text Book(s)

	1. E Balagurusamy: Computing Fundamentals & C Programming – Tata McGraw-Hill, Second Reprint 2008

	2. Ashok N Kamthane, Object-Oriented Programming with Ansi and Turbo C++, Pearson Education,  

    2003.

	Reference Books

	1. Ashok N Kamthane: Programming with ANSI and Turbo C, Pearson, 2002.

	2. E. Balagurusamy, Object-Oriented Programming with C++, TMH, 1998

	3. Maria Litvin& Gray Litvin, C++ for you, Vikas publication, 2002.

	4. John R Hubbard, Programming with C, 2nd Edition, TMH publication, 2002

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

	2. https://onlinecourses.swayam2.ac.in/arp19_ap79/preview

	Course Designed by:


	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10

	CO1
	S
	S
	S
	M
	M
	M
	L
	L
	L
	M

	CO2
	S
	S
	S
	M
	M
	M
	L
	L
	L
	M

	CO3
	S
	S
	S
	M
	M
	M
	L
	L
	L
	M

	CO4
	S
	S
	S
	M
	M
	M
	L
	L
	L
	M

	CO5
	S
	S
	S
	S
	S
	M
	L
	L
	L
	M


*S - Strong; M - Medium; L - Low
	Course Code
	
	Computer Organization and Architecture
	L
	P
	C

	Core/Elective/
Supportive
	Core : 2
	5
	0
	4

	Pre-requisite
	· Basic knowledge of computer fundamentals and digital logic
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:
1.      Understand the structure, components, and operational principles of a computer system.
2.      Learn the concepts of register transfer, micro-operations, and instruction execution.
3.      Explore CPU organization, instruction formats, and addressing techniques.
4.      Study pipelining, vector processing, and memory organization for improved performance.

5.    Analyze input–output organization and data transfer mechanisms in computer systems.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the functional units, operational concepts, and architecture of a computer system including Von Neumann design
	K2

	2
	Illustrate the concepts of register transfer, micro-operations, and basic computer organization.
	K3

	3
	Analyze the structure and organization of the Central Processing Unit with various addressing modes and instruction formats
	K4

	4
	Interpret the concepts of pipelining, vector processing, and parallel architectures in enhancing system performance.
	K3

	5
	Examine the input-output and memory organization techniques used for efficient data transfer and storage management
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Structure of Computers and Digital Logic Circuits
	 12 Hours

	Structure of Computers: Computer types - functional units - basic operational concepts - Von‐Neumann architecture - bus structures - software, performance - multiprocessors and multicomputer. Digital Logic Circuit: Digital Computers - Logic gates - Flip flops - Data representation - Data types – Other binary codes.

	Unit II
	Register Transfer and Basic Computer Organization
	12 Hours

	Register Transfer And Micro‐Operations: Register transfer language - register transfer - bus and memory transfers - arithmetic micro‐operations - logic micro‐operations - shift micro‐operations - arithmetic logic shift unit. Basic Computer Organization and Design: Computer Registers - Computer instructions - Instruction cycle.

	Unit III
	Central Processing Unit Organization
	12 Hours

	Central Processing Unit organization: General Register Organization - Stack organization - Instruction formats - Addressing modes - Data Transfer and Manipulation - Program Control - CISC and RISC processors.

	Unit IV
	Pipeline and Vector Processing
	           10 Hours
         

	Pipeline and Vector Processing: Parallel Processing, Pipelining, Arithmetic Pipeline, Instruction Pipeline, RISC Pipeline, Vector Processing, Array Processor.

	Unit V
	Input–Output and Memory Organization
	12 Hours

	Input-Output Organization: Input-Output Interface - Asynchronous data transfer - Modes of Transfer - Priority Interrupt - Direct memory Access. Memory Organization: Memory Hierarchy - Main Memory - Auxiliary memory - Associate Memory - Cache Memory.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	60 Hours

	Text Book(s)

	1.Carl Hamacher, Zvonks Vranesic, SafeaZaky (2002), Computer Organization, 5th edition, McGraw Hill.

	2.Computer Systems Architecture – M.Moris Mano, IIIrd Edition, Pearson/PHI.

	Reference Books

	1.William Stallings, Computer Organization and Architecture: Designing for Performance, Pearson.

	2.John P. Hayes, Computer Architecture and Organization, McGraw Hill.

	3.Patterson & Hennessy, Computer Organization and Design, Elsevier.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. https://onlinecourses.nptel.ac.in/noc22_cs88/preview

	2. http://digimat.in/nptel/courses/video/106105163/L01.html

	Course Designed by:


	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10

	CO1
	S
	M
	M
	L
	L
	L
	L
	L
	L
	L

	CO2
	S
	M
	M
	L
	L
	L
	L
	L
	L
	L

	CO3
	S
	M
	M
	L
	L
	L
	L
	L
	L
	L

	CO4
	S
	M
	M
	L
	L
	L
	L
	L
	L
	L

	CO5
	S
	M
	M
	L
	L
	L
	L
	L
	L
	L


*S - Strong; M - Medium; L - Low
	Course Code
	
	Discrete Structures
	L
	P
	C

	Core/ Elective / Supportive
	Allied I
	5
	0
	4

	Pre-requisite 
	· Basic understanding of mathematics at the higher secondary level. 

· Basic analytical and problem-solving skills useful in computer applications.
	Syllabus

version
	2026 – 27
Batch

	Course Objectives

	The objective of this course is to enable the student to 

1. Understand the foundational concepts of set theory and their applications in data and computation. 

2. Gain knowledge of mathematical logic for reasoning and verification of statements in computing. 

3. Learn about relations and their properties, and how they are applied in database and software structures. 

4. Understand the structure of languages and grammars, including the basics of formal language theory. 

5. Explore the fundamentals of graph theory, emphasizing representation and applications in computer science. 



	Expected Course Outcomes

	1
	Explain the fundamental concepts of Set Theory, its operations, and laws using Venn–Euler diagrams.
	K1

	2
	Apply logic and reasoning using propositional and predicate calculus
	K2

	3
	Demonstrate and analyze relations and their operations
	K3

	4
	Analyze grammars and regular languages used in computation
	K4

	5
	Illustrate and apply graph theory concepts for computer applications
	K5

	K1–RememberK2–UnderstandK3–applyK4-AnalyzeK5–evaluate  K6-Create

	

	UNIT I
	Set theory
	12

	              Set theory-Introduction-Set & its Elements-Set Description-Types of sets-Venn- Euler Diagrams- Set operations & Laws of set theory



	UNIT II
	Mathematical logic
	12

	               Mathematical logic – Introduction- prepositional calculus –Basic logical operations- Tautologies-Contradiction-Argument-Method of proof- Predicate calculus.

	UNIT III
	Relations
	12

	              Binary Relations – Set operation on relations-Types of Relations – Partial order relation – Equivalence relation – Composition of relations 

	UNIT IV
	Languages and Grammars
	12

	            Languages – Operations on languages – Regular Expressions and regular languages – Grammar – Types of grammars.



	UNIT V
	Graph Theory
	12

	              Graph Theory – Basic terminology – paths, cycle & Connectivity – Sub graphs – Types of graphs – Representation of graphs in computer memory.

	Total Lecture Hours
	60 Hours

	Text Book(s)

	1. Discrete Mathematics, J.K. Sharma, 2nd edition, 2005, Macmillan India Ltd. (UNIT I TO V)

	Reference Book(s)

	1. Discrete Mathematics Structures with Applications to Computer Science, J. P. Tremblay, R Manohar, McGraw Hill International Edition

2. Discrete Mathematics, M. K. Venkataraman, N.Sridharan, N.Chandarasekaran, National Publishing Company, Chennai


	
	PO1
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	PO6
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Computer Programming Lab
	L
	 P
	C

	Core/Elective/Supportive
	Core Lab: 1
	-
	4
	2

	Pre-requisite
	· Basic knowledge of C programming, procedure-oriented concepts, and algorithmic thinking.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. Develop problem-solving skills using structured and object-oriented programming concepts through C and C++, enabling students to design efficient and modular solutions.
2. Provide hands-on experience in implementing algorithms, data manipulation, and file handling using arrays, functions, classes, inheritance, and exception handling.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Apply basic C programming constructs to perform arithmetic operations, decision-making, and looping..
	    K3

	2
	Develop programs using arrays and functions to solve computational problems such as factorial, Fibonacci, and matrix operations.
	K3

	3
	Implement object-oriented programming concepts such as classes, objects, and constructors in C++.
	K3

	4
	Demonstrate advanced features of C++ including function overloading, operator overloading, inheritance, and polymorphism
	K3

	5.
	Analyze file handling and exception handling mechanisms to create robust and error-free programs
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Write a C program to perform arithmetic operations (+, –, *, /, %) on two numbers using printf() and scanf().

	2. Write a C program to find the largest of three numbers using if-else and nested if.

	3. Write a menu-driven program using switch to perform different operations like addition, subtraction, multiplication, and division.

	4. Write a C program to print the factorial of a number.

	5. Write a C program to calculate the Fibonacci series.

	6. Write a C program to perform matrix addition and multiplication using two-dimensional arrays.

	7. Write a C++ Program to create class, which consists of EMPLOYEE Detail like E_Number, E_Name, Department, Basic, Salary, Grade. Write a member function to get and display them.

	8. Write a C++ Program to create a class SHAPE which consists of two virtual functions

	9. Write a C++ Program using function overloading to read two matrices of different Data Types Such as integers and floating point numbers.

	10. Implement Operator Overloading using Friend Function.

	11. Write a C++ Program to create a File and to display the contents of that file with line numbers.

	12.  Implement exception handling in C++ for invalid input scenarios.

	Total Hours
	48 hours

	Text Book(s)

	1.E Balagurusamy: Computing Fundamentals & C Programming – Tata McGraw-Hill, Second Reprint 2008

	2.Ashok N Kamthane, Object-Oriented Programming with Ansi And Turbo C++, Pearson Education, 2003.

	Related Online Contents [MOOC, SWAYAM, NPTEL, Websites etc.]
1. Introduction to Programming in C – NPTEL
2. Problem solving through Programming in C - SWAYAM
3. C for Everyone: Programming Fundamentals – Course

	Course Designed by:
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*S - Strong; M - Medium; L - Low
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	Course Code
	
	Java Programming
	L
	P
	C

	Core/Elective/

Supportive
	Core : 3
	5
	0
	4

	Pre-requisite
	· Knowledge in Basics of Object Oriented Programming
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

1. To introduce the concepts of Object Oriented Programming Paradigm and the programming constructs of JAVA
2. To develop problem-solving skills through Java programs.
3. To develop small applications using Java applets and packages.
4. To gain practical experience through simple Java programs and projects.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the features of Java, its environment, and program structure with control and looping constructs
	K2

	2
	Apply object-oriented concepts such as classes, constructors, methods, arrays, and strings to develop Java applications
	K3

	3
	Implement inheritance, interfaces, and packages to achieve reusability and modularity in Java programs
	K3

	4
	Analyze multithreading, exception handling, and stream concepts to build efficient and error-handled programs. Explain
	K4

	5
	Develop and execute Java applets with parameter passing and web integration.
	K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction
	9 Hours

	Java Features – comparison of Java with C and C++ - Java and Internet – Java Environment – Java Program structure – Java Tokens – Implementing a Java Program – Java Virtual Machine – Constants – Variables – Data Types – Scope of Variables – Type casting – Operators and expressions – Decision Making, Branching and Looping

	Unit II
	Classes and Arrays
	9 Hours

	Defining a class – Constructors – Methods – overloading – static Members – Nesting of Methods – Overriding methods – Final Classes – Abstract Class – Visibility control – Arrays – creating an array – Two Dimensional arrays – Strings – String Arrays – String Methods – String Buffer Class –Vectors – Wrapper Classes.

	Unit III
	Inheritance, Interfaces and Packages
	10 Hours

	Defining a subclass – Subclass constructor – Multilevel inheritance – Hierarchical Inheritance – Defining Interfaces – Extending Interfaces – Implementing Interfaces – Java APF Packages – creating a package – Accessing and Using a package – Adding a class to a package – Hiding Classes

	Unit IV
	Multithreading Exception Handling
	10 Hours

	Extending the Thread class – Thread Life cycle – Thread Exception – Thread priority – Synchronization – Runnable Interface – Exceptions – Throwing own Exceptions – Concepts of

streams – stream classes – Byte Stream Classes – Character stream Classes – Using Streams – Using file Class –Other Stream Classes.


	Unit V
	Applet Programming
	10 Hours

	Difference between Application and Applets – Applet Life cycle – creating an Executable Applet –Designing a Web Page – Adding Applet to HTML File – Passing Parameters to Applets

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	48 Hours

	Text Book(s)
	

	1
	E. Balagurusamy, “Programming with Java – A primer”, Second Edition, Tata McGraw Hill Publishing Company, Delhi, 2002.

	Reference Book(s)

	1
	Herbert Schildt, “The complete Reference – Java 2”, Fifth Edition, Tata McGraw Hill Publishing Company, Delhi, 2002.

	2
	The Complete Reference Java 2 - Patrick Naughton & Hebert Schildt, 3rd Edition, TMH

	3
	Programming with Java – John R. Hubbard, 2nd Edition, TMH.

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. 
	https://onlinecourses.nptel.ac.in/noc22_cs47/preview

	2.
	https://onlinecourses.swayam2.ac.in/aic20_sp13/preview
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Data Structures using Java
	L
	P
	C

	Core/Elective/Supportive
	Core Lab: 2
	-
	4
	2

	Pre-requisite
	· Basic knowledge of Programming Constructs
· Knowledge on  fundamental data structures
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. To learn the implementation of fundamental data structures in Java. 
2. To develop problem-solving skills using stacks, queues, linked lists, and trees.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1. 
	Apply Java programming concepts to implement linear data structures such as arrays, stacks, and queues
	K3

	2. 
	Develop programs using linked list and binary tree structures to perform insertion, deletion, and traversal operations
	K3

	3. 
	Implement efficient sorting and searching algorithms such as Quick Sort, Heap Sort, Linear Search, and Binary Search.
	K3

	4. 
	Analyze the performance and functionality of various data structure operations implemented in Java.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Write a Java Application to implement array operations such as insertion, deletion, and traversal.

	2. Write a Java Program to perform stack operations using arrays.

	3. Write a Java Program to implement stack operations using linked list representation.

	4. Write a Java Program to perform queue operations using arrays.

	5. Write a Java Program to implement Queue operations using linked list representation

	6. Write a Java Program to perform linked list operations such as insertion, deletion, and display.

	7. Write a Java program to perform Binary tree traversals

	8. Write a Java program to perform Quicksort.

	9. Write a Java program to perform Heap sort.

	10. Write a Java Program to  perform searching operations using Linear Search and Binary Search.

	Total Hours
	48 hours

	Text Book(s)

	1. Narasimha Karumanchi, Data Structures and Algorithms Made Easy in Java, CareerMonk Publications, Latest Edition

	2. E. Balagurusamy, Programming with Java: A Primer, Tata McGraw-Hill, Latest Edition.

	Text Book(s)

	1.Data Structures and Algorithms Using Java – Prof. Debasis Samanta, IIT

	2.Programming in Java – Prof. Debasis Samanta, IIT Kharagpur

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Data Structures
	L
	P
	C

	Core/Elective/
Supportive
	           Core : 4
	5
	0
	4

	Pre-requisite
	· Students are expected to have a basic understanding of programming concepts, problem-solving techniques, and familiarity with any high-level programming language
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamental concepts of algorithms and various linear data structures such as arrays, stacks, and queues.
2. To develop the ability to use linked lists for dynamic data management and implement real-time applications.
3. To impart knowledge of non-linear data structures such as trees and graphs, and their role in efficient data organization and traversal.
4. To familiarize students with internal and external sorting techniques and their practical significance in data processing.
5. To provide an understanding of hashing and symbol tables for achieving fast data access and retrieval.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts of algorithms, arrays, stacks, and queues, and their applications in solving computational problems
	K2

	2
	Apply various linked list structures, including singly and doubly linked lists, to implement dynamic storage management and solve application-based problems.
	K3

	3
	Construct and analyze different tree and graph structures to represent and process non-linear data efficiently.
	K4

	4
	Implement suitable algorithms for sorting and searching operations using appropriate data structures to improve computational performance.
	K3

	5
	Analyze the role of hashing and symbol tables in efficient data access and retrieval for structured problem-solving.
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	
	9 Hours

	Introduction: Introduction of Algorithms, Analyzing Algorithms. Arrays: Representation of Arrays- Applications :Sparse Matrices- Stacks : Fundamentals - Applications : Function Calls, Evaluation of Expression, Infix to Postfix Conversion - Queues : Fundamentals - Applications 

	Unit II
	
	 9 Hours

	Linked List: Singly Linked List -  Applications :  Polynomial Addition ,Sparse Matrices - Doubly Linked List - Linked Stack and Queues - Dynamic Storage Management - Garbage Collection and Compaction.

	Unit III
	Non Linear Data Structure - Trees
	10 Hours

	Trees: Basic Terminology - Binary Trees - Binary Tree Representations - Binary Tree Traversal - Threaded Binary Trees -  Binary Search Trees -Skewed Trees - AVL Trees 

	Unit IV
	Non Linear Data Structure - Graphs
	                          10 Hours
         

	Graphs: Terminology and Representations - Graph Traversals,-Minimum Spanning Trees- Prim’s Algorithm- Kruskal's Algorithm - Single Source Shortest Path Problem- Dijkstra’s Algorithm.


	Unit V
	Sorting and Hashing
	10 Hours

	Internal Sorting: Insertion Sort, Quick Sort, Merge Sort, Heap Sort, Shell Sort.
External Sorting: Sorting with Disks, K-Way Merging.
Hashing and Symbol Tables: Symbol Tables – Static and Dynamic Tree Tables; Hash Tables – Hashing Functions and Overflow Handling.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	48 Hours

	Text Book(s)

	1.Ellis Horowitz, Sartaj Shani, Data Structures, Galgotia Publication. 

	2. Pai, Dr. G. A. Vijayalakshmi. Data Structures and Algorithms: Concepts, Techniques and Applications, Tata McGraw Hill Education Private Limited; 2008 edition

	Reference Books

	1.Ellis Horowitz, Sartaj Shani, Sanguthevar Rajasekaran, Computer Algorithms, Galgotia Publication. 

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

	2. https://onlinecourses.swayam2.ac.in/arp19_ap79/preview

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Optimization Techniques
	L
	P
	C

	Core / Elective / Supportive
	Allied II
	5
	0
	4

	Pre-requisite 
	· Basic Knowledge in Optimization
	Syllabus

version
	2026 – 27
Batch

	Course Objectives

	The objective of this course is to enable the student to 

6. Formulate and solve linear programming problems (LPP) 

7. Evaluate Integer Programming Problems, Transportation and Assignment Problems.

8. Obtain solution to network problems using CPM and PERT techniques. 

9. Able to optimize the function subject to the constraints. 

10. Identify and solve problems under game theory.

	Expected Course Outcomes

	1
	Demonstrate and Formulate and solve linear programming problems (LPP)
	K1

	2
	Evaluate Integer Transportation and Assignment Problems
	K2

	3
	Obtain solution to network problems using CPM and PERT techniques
	K3

	4
	Apply the strategies of game theory and to make better decisions while solving problems
	K4

	5
	Identify and solve problems under replacement models
	K5

	K1–RememberK2–UnderstandK3–applyK4-AnalyzeK5–evaluate  K6-Create

	

	UNIT I
	Introduction To Operation Research
	12

	              Introduction of Operations Research - Linear programming- Mathematical Formulation Graphical Method to solve LPP-Simplex Method.

	UNIT II
	Transportation Problems
	12

	              Transportation problems: Introduction- Finding Initial Basic Feasible solutions- moving Towards optimality (non- degenerate only) – Maximization in transportation problem- Unbalanced transportation problem

	UNIT III
	Assignment Problems
	12

	              Assignment problem: Introduction –Hungarian Assignment method – Maximization in Assignment problem – Unbalanced Assignment problem- Travelling Salesman Problem. 

	UNIT IV
	Project Scheduling Hours
	12

	            Project network -Diagram representation – Floats - Critical path method (CPM) – PERT- Cost considerations in PERT and CPM. (Simple Problems Only).

	UNIT V
	Game Theory
	12

	              Game theory: Concept of Pure and Mixed strategies – solving 2 x 2 matrices with and without saddle point. Graphical solution - mx2 and 2xn games- Solving games by Dominance Property.

	Total Lecture Hours
	60 Hours

	Text Book(s)

	1. P. K. Gupta, Man Mohan, Kanti Swarup: “Operations Research”, Sultan Chand, 2008.

	Reference Book(s)

	3. Sundaresan V, Ganapathy K.S, Ganesan K, Resource Management Technique- Lakshmi Publications, 2003. 

4. J. K. Sharma: Operations Research Theory & Applications, Macmillan India Limited, Fifth edition.2013.
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	Course Code
	
	Python Programming
	L
	P
	C

	Core/Elective/
Supportive
	Core : 4
	5
	0
	4

	Pre-requisite
	· Knowledge in Basics of Object Oriented Programming
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the principles and advantages of Object-Oriented Programming (OOP).

2. To enable students to model real-world entities using OOP concepts.

3. To familiarize students with the fundamentals and syntax of Python programming.

4. To provide knowledge on functions, lists, tuples, files, and directory handling in Python.

5. To develop understanding of dictionaries, object-oriented features, and graphical programming using built-in Python modules.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the basic concepts of Python programming, including syntax, data types, and operators, to develop simple applications. 
	   K2

	2
	Apply control statements, lists, tuples, sets, and dictionaries to implement structured and data-driven programs
	   K3

	3
	Develop modular programs using user-defined and built-in functions, lambda expressions, and standard Python modules.
	   K3

	4
	Implement file handling, exception handling, and directory operations for effective input/output management.
	   K3

	5
	 Analyze object-oriented programming features and regular expressions to design efficient and reusable Python applications.
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	BASICS OF PYTHON
	9 Hours

	BASICS : Python - Variables - Executing Python from the Command Line - Editing Python Files -Python Reserved Words - Basic Syntax-Comments - Standard Data Types – Relational Operators –Logical Operators-Bitwise Operators-Simple Input and Output.

	Unit II
	CONTROL STATEMENTS
	9 Hours

	CONTROL STATEMENTS: Control Flow and Syntax - Indenting - if Statement - statements and expressions- string operations- Boolean Expressions -while Loop - break and continue - for Loop.    LISTS: List-listslices-listmethods-listloop–mutability–aliasing-cloninglists-listparameters. TUPLES: Tuple assignment, tuple as return value -Sets –Dictionaries.

	Unit III
	               FUNCTIONS    
	9 Hours

	FUNCTIONS : Definition - Passing parameters to a Function - Built-in  Functions - Variable Number of Arguments-Scope–Type conversion-Type coercion-Passing Functions to a Function-Mapping  Functions  in a Dictionary – Lambda - Modules - Standard Modules – sys – math – time -dir-help Function.

	Unit IV
	  ERROR HANDLING
	                       9 Hours
         

	ERROR HANDLING: Run Time Errors - Exception Model - Exception Hierarchy - HandlingMultipleExceptions-DataStreams-AccessModesWriting-DatatoaFileReading-DataFroma File - Additional File Methods - Using Pipes as Data Streams - Handling IO Exceptions –Working with Directories.

	Unit V
	                 OBJECT ORIENTED FEATURES   
	  9 Hours

	OBJECT ORIENTED FEATURES: Classes Principles of Object Orientation - Creating Classes -InstanceMethods-FileOrganization-SpecialMethods-ClassVariables–Inheritance–Polymorphism - Type Identification - Simple Character Matches - Special Characters – Character Classes – Quantifiers - Dot Character - Greedy Matches – Grouping - Matching at Beginning or End-Match Objects –Substituting-Splitting a String –Compiling Regular Expressions.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	47 Hours

	Text Book(s)

	1.Mark Summerfield, Programming in Python 3:A Complete introduction to the Python Language, Addison-Wesley Professional, 2009.

	2.Martin C. Brown, PYTHON: The Complete Reference,McGraw-Hill,2001

	3.E. Balagurusamy, “Problem Solving and Python Programming ”,McGraw-Hill,First
Edition(2017).

	Reference Books

	1.Allen B. Downey, “Think Python : How to Think Like a Computer Scientist”, 2nd edition, Updated for Python 3, Shroff/O‘Reilly Publishers,2016

	2.Guido van Rossum and Fred L. Drake Jr, An  introduction  to Python – Revised and updated forPython3.2, Network Theory Ltd., 2011

	3.Wesley J Chun,Core Python Applications Programming ‖,PrenticeHall,2012.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. https://spoken-tutorial.org/courses/python/

	2. Python For Data Science - Course

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Cloud Computing Architecture and Design
	L
	P
	C

	Core/Elective/
Supportive
	Core : 5
	4
	0
	4

	Pre-requisite
	· Basic knowledge of computer networks and operating systems.
· Fundamental understanding of programming concepts and internet technologies.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1.  To introduce the fundamental concepts, models, and architecture of cloud computing.
 2.  To understand virtualization, resource management, and service design in cloud environments.
 3.  To explore various cloud platforms, deployment models, and integration technologies.
4.  To analyze cloud security challenges and emerging trends for building reliable cloud solutions

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, service, and deployment models of cloud computing.
	K2

	2
	Describe cloud architecture components, virtualization, and data center design.
	K2

	3
	Design scalable and efficient cloud-based solutions with resource management strategies.
	K3

	4
	Utilize popular cloud platforms and technologies to deploy cloud services.
	K3

	5
	Evaluate security, compliance, and emerging trends in cloud computing.
	    K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction to Cloud Computing 
	9 Hours

	Definition and Evolution of Cloud Computing - Characteristics and Benefits of Cloud - Cloud Service Models – IaaS, PaaS, SaaS - Deployment Models – Public, Private, Hybrid, Community - Cloud Computing Challenges and Limitations.

	Unit II
	Cloud Architecture and Components
	9 Hours

	Cloud Architecture Overview- Front-end and Back-end Components- Virtualization: Types, Hypervisors, and Virtual Machines - Resource Pooling and Elasticity - Cloud Storage Architecture and Data Centers

	Unit III
	    Cloud Design and Service Management
	9 Hours

	Cloud Design Principles and Scalability- Load Balancing and Auto Scaling-Multi-tenancy Models and Service-Level Agreements (SLAs)- Cloud Orchestration and Automation Tools- Cloud Monitoring and Performance Optimization.

	Unit IV
	Cloud Platforms and Technologies 
	           9 Hours
         

	Overview of Major Cloud Providers – AWS, Azure, Google Cloud - Cloud SDKs, APIs, and Command-line Interfaces - Containerization and Microservices Architecture - Serverless Computing Concepts - Cloud Integration and Interoperability.

	Unit V
	Cloud Security and Future Trends
	9 Hours

	Cloud Security Architecture and Threats - Identity and Access Management (IAM) -Data Protection, Privacy, and Compliance - Disaster Recovery and Business Continuity Planning -Future Directions – Multi-Cloud, Edge Computing, Green Cloud.


	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	48 Hours

	Text Book(s)

	1. Rajkumar Buyya, Christian Vecchiola, and Thamarai Selvi – Mastering Cloud Computing, McGraw Hill Education.

	2. Thomas Erl – Cloud Computing: Concepts, Technology & Architecture, Pearson Education.

	Reference Books

	1. Toby Velte, Anthony Velte, and Robert Elsenpeter – Cloud Computing: A Practical Approach, McGraw Hill.

	2. Gautam Shroff – Enterprise Cloud Computing: Technology, Architecture, Applications, Cambridge University Press.

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.  “Google Cloud Computing Foundations” – Course page: https://onlinecourses.nptel.ac.in/noc20_cs55/preview

	2. MOOC Platform: Architecting with Google Cloud Platform – offered by Google on Coursera – https://www.coursera.org/specializations/gcp-architecture

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Python Programming Lab
	L
	P
	C

	Core/Elective/ Supportive
	Core Lab: 4
	-
	3
	2

	Pre-requisite
	· Basic knowledge of programming concepts, logical reasoning, and algorithmic problem-solving.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. To write, test and debug simple Python programs.
2. To implement Python programs with conditionals and loops.
3. Use functions for structuring Python programs.
4. Represent compound data using Python lists, tuples and dictionaries.
5. Read and write data from/to files in Python.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1. 
	Apply basic Python concepts to perform input/output operations and data handling.
	K3

	2. 
	Implement programs using functions, recursion, and object-oriented concepts.
	K3

	3. 
	Analyze and apply searching and sorting algorithms for problem-solving.
	K4

	4. 
	Develop Python programs to perform matrix operations and file handling.
	K3

	5. 
	Examine and design simple Python applications to enhance logical and computational thinking.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Write a Python program to accept user input for name, age, and email, and then display them in a formatted string.

	2. Write Python programs to find the factorial of a number (using function and recursion)

	3. To introduce the fundamentals of Python Programming.

	4. Write a Python program to accept a list of numbers and sort them in ascending and descending order using loops and functions.

	5. Write a Python program to create a `Student` class with attributes (name, roll, marks) and methods to display and calculate grades.

	6. Write a python program for Linear Search and Binary Search.

	7. Write a program toper form merge sort.

	8. Write a python program to make a simple calculator.

	9. Write a python program to multiply matrices.

	10. Write a Python program to create a text file, write data to it, read content, and append additional data.

	Total Hours
	36 hours

	Text Book(s)

	1. MarkSummerfield.―Programming in Python3:A Complete Introduction to the Python Language,Addison-Wesley Professional, 2009.

	2. MartinC.Brown,―PYTHON:TheCompleteReference‖,McGraw-Hill,2001

	Related Online Contents [MOOC, SWAYAM, NPTEL, Websites etc.]

	1. https://spoken-tutorial.org/courses/python/

	2. Python For Data Science - Course

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Operating System and Linux Foundation
	L
	P
	C

	Core/Elective/

Supportive
	Allied:3
	4
	0
	4

	Pre-requisite
	· Students Should have the basic knowledge in computer

· Basic knowledge about Operating Systems
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:

1. To introduce the structure, functions, and services of modern operating systems.

2. To understand process management, scheduling, synchronization, and deadlock handling.

3. To explain concepts of memory, storage, and file system management.

4. To familiarize students with Linux operating system fundamentals and essential commands.

5. To develop practical skills in file management, text editing, and system operations using Linux tools.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, structure, and services of operating systems.
	K2

	2
	Apply process management techniques such as scheduling, synchronization, and deadlock handling
	K3

	3
	Analyze memory management, storage management, and file system mechanisms in operating systems.
	K4

	4
	Demonstrate the use of Linux commands for file and directory management.
	K3

	5
	Utilize Linux tools and editors to perform system operations and document management tasks.
	K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	UNIT I
	INTRODUCTION TO OPERATING SYSTEMS
	8 Hours

	Basics of operating systems : Generations, Types, Structure, Services, System Calls, System Boot, System Programs, Protection and Security. Process management: Process Concepts, Process States, Process Control Block, Scheduling-Criteria, Scheduling Algorithms and their Evaluation, Threads, Threading Issues..

	Unit II
	 PROCESS SYNCHRONIZATION & DEADLOCK
	10 Hours

	Background, Critical-Section Problem, Peterson's Solution, Synchronization Hardware, Semaphores, Classic Problems of Synchronization, Monitors. Deadlock: System Model, Deadlock Characterization, Deadlock Prevention, Detection and Avoidance, Recovery from Deadlock.

	Unit III
	MEMORY, STORAGE AND FILE SYSTEM MANAGEMENT
	10 Hours

	Memory Management – Main Memory – Paging – Segmentation – Virtual Memory – Demand Paging – Page Replacement Algorithms (FIFO, LRU, Optimal) – Thrashing.
Storage Management – Disk Structure – Disk Scheduling Algorithms (FCFS, SSTF, SCAN, C-SCAN) – RAID Structure.
File System Management – File Concepts – Directory Structure – Allocation Methods (Contiguous, Linked, Indexed) – Free Space Management..

	Unit IV
	INTRODUCTION TO LINUX
	
          8 Hours
         

	Introduction to LINUX Operating System: Introduction - The LINUX Operating System - Basic commands in Linux

	Unit V
	MANAGING  FILES AND DIRECTORIES
	 10 Hours

	Managing Files and Directories: Introduction – Directory Commands in LINUX – File Commands in LINUX. Creating files using the vi editor: Text editors – The vi editor. Managing Documents: Locating files in LINUX – Standard files – Redirection – Filters – Pipes.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	48 Hours

	Text Book(s)

	1.Operating System Concepts, Silberschatz, Ninth Edition, Willey Publication

	2.Operating Systems, Internals and Design Principles, Stallings, Seventh Edition, Pearson Publication

	3.Operating System LINUX, NIIT, PHI, 2006, Eastern Economy Edition

	Reference Books

	1.Achy8utS.Godbole, Operating Systems, TMH, 2002

	2. JohnJ.Donovan, Systems Programming, TMH,1991

	3. D.M.Dhamdhere, Systems Programming and OperatingSystems,2nd Revised Edition, TMH.

	4.Richard Petersen, Linux: The Complete Reference, Sixth Edition, Tata McGraw-Hill Publishing Company Limited, New Delhi, Edition 2008

	Related Online Contents (MOOC, SWAYAM, NPTEL, Websites etc.)

	1.Introduction to Operating Systems - Course

	2. nptel.ac.in/courses/117106113

	Course Designed by:
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	Course Code
	
	Software Engineering and Software Project Management
	L
	P
	C

	Core/Elective/
Supportive
	Skill based Subject:1
	3
	0
	2

	Pre-requisite
	· Fundamental understanding of programming concepts and logical problem-solving.
· Basic familiarity with software development principles and lifecycle concepts.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1.
To understand the fundamentals of software engineering and development lifecycle models.
2.
To develop skills in software requirement analysis, design, and testing.
3.
To learn project planning, estimation, and scheduling techniques.
4.
To gain knowledge of risk management, quality assurance, and project control.
5.         To integrate engineering and management practices for successful software project delivery.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Understand software process models and agile practices used in modern software development.
	K2

	2
	Explain and differentiate functional and non-functional requirements and apply requirements engineering techniques to define system needs.
	K3

	3
	Apply design principles using UML diagrams and design patterns to create effective software architectures and test plans.
	K3

	4
	Analyze project planning and estimation techniques such as Function Point Analysis and COCOMO for effort prediction.
	K4

	5
	Analyze project monitoring metrics, earned value analysis, and team performance to ensure successful project delivery.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Software Development and Agile Practices
	                     7 Hours

	Software processes – Software process models – Process activities – Agile software development – Agile methods – Extreme programming – Agile project management

	Unit II
	Requirements Engineering
	                         6 Hours

	Functional and non-functional requirements – The software requirements document – Requirements elicitation and analysis – Requirements validation – Requirements management

	Unit III
	                     Design and Testing
	7 Hours

	Architectural patterns – Object-oriented design using UML – Design patterns – Software testing – Test-driven development – User testing

	Unit IV
	Software Project Management
	                          8 Hours
         

	Project Life Cycle – Setting objectives – Project Team – Step-wise: An overview of project planning – Software Effort Estimation Techniques – Function Point Analysis – COCOMO – a parametric model


	Unit V
	Monitoring and Human Factors
	6 Hours

	Collecting and visualizing project data – Cost and performance monitoring – Earned value analysis – Change control – Motivation and team building – Working in groups – Leadership

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	36 Hours

	Text Book(s)

	1.Ian Sommerville: Software Engineering – Pearson, 10th Edition, 2015

	2.Software Project Management – Bob Hughes and Mike Cotterell, McGraw Hill Education, 6th Edition, 2017.

	Reference Books

	1.Software Engineering Principles and Practice – Hans van Vliet, 3rd Edition, 2013, Wiley

	2.Software Engineering: A Practitioner's Approach – Roger S. Pressman, 2014, McGraw-Hill

	3.Fundamentals of Software Engineering – Rajib Mall, 4th Edition, 2018, PHI

	4.Project Management: A Systems Approach to Planning, Scheduling, and Controlling – Harold Kerzner, 12th Edition, 2017, Wiley

	5.Software Project Management in Practice – Pankaj Jalote, 2nd Edition, 2005, Addison-Wesley

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.nptel.ac.in/noc25_cs108/preview

	2. https://onlinecourses.nptel.ac.in/noc19_cs70/preview
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	Course Code
	
	Cloud Virtualization and Security
	L
	P
	C

	Core / Elective /
Supportive
	Core : 6
	4
	0
	4

	Pre-requisite
	· Knowledge of operating systems, computer networks, and basic computer architecture.
· Familiarity with at least one programming language (Python, Java, or C/C++) and basic understanding of databases.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:
1. To introduce the fundamental concepts of virtualization and live migration in cloud computing environments.

2. To understand the architecture, components, and types of hypervisors used in virtualization systems.

3. To analyze various live virtual machine migration techniques and evaluate their performance and optimization strategies.

4. To explore the security challenges involved in virtualization, migration, and cloud infrastructures. 

5. To familiarize students with secure live migration practices, energy-efficient methods, and contemporary issues in cloud computing. 

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Describe the fundamental concepts of cloud computing, virtualization, and service models (IaaS, PaaS, SaaS).
	K1

	2
	Explain the working principles of hypervisors, virtual machines, and live migration techniques in a cloud environment.
	K2

	3
	Analyze issues related to live migration such as performance degradation, network congestion, and total migration time.
	K4

	4
	Evaluate cloud security threats, virtualization vulnerabilities, and propose suitable security mechanisms.
	K4

	5
	Design a secure and efficient cloud infrastructure integrating virtualization, load balancing, and migration policies.
	K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Fundamentals of Virtualization and Live Migration in Cloud
	Hours

	Live Migration – Definition and Importance – Techniques for Live Migration – Issues with Migration: Application Performance Degradation, Network Congestion, Migration Time – Advantages of Live Migration over WAN

	Unit II
	Virtualization Concepts and Hypervisors
	8 Hours

	Introduction to Virtualization and Virtual Machines – Types of Virtual Machines and Their Applications – Components of Virtualization – Virtualization Systems: Xen Hypervisor, KVM Hypervisor, QEMU, Libvirt – Dynamic Load Balancing and No VM Downtime During Maintenance

	Unit III
	Live Virtual Machine Migration Techniques and Optimization
	8 Hours

	Live Virtual Machine Migration Process – Sequencer (CQNCR), COMMA System, Clique Migration, Time-Bound Migration – Measuring Migration Impact: Total Migration Time, VM Traffic Impact – Optimization Techniques: Bin Packing, Graph Partitioning, Learning Automata Partitioning

	Unit IV
	Cloud Security Challenges in Virtualization and Migration
	                       8 Hours
         

	Cloud Security Overview and Security Appliances – VMM Security Concerns in Clouds – Software-Defined Networking (SDN) and Floodlight Controllers – Firewall in Cloud and SDN Integration – MigApp Design and Customized Testbed for Testing Migration Security – Authentication and Hybrid Security Approaches in Cloud Computing

	Unit V
	Secure Live Migration Solutions and Best Practices 
	                   8 Hours

	Detecting and Preventing Unauthorized Data Migrations – Protecting Internal and External Data Moving to the Cloud – Application Security and Virtual Machine Guest Hardening – Security as a Service (SecaaS): Identity, Entitlement, and Access Management Services – Best Practices for Secure Cloud Infrastructure

	Unit VI
	Contemporary Issues
	2 Hours

	  Dynamic Load Balancing Techniques – Energy Efficiency and Power Optimization in Cloud Data Centers

	                                                                                         Total Lecture Hours
	42 Hours

	Text Book(s)

	1.Cloud Computing and Virtualization — Authors: Dac-Nhuong Le, Raghvendra Kumar, Gia Nhu Nguyen (with Jyotir Moy Chatterjee). Publisher: Wiley-Scrivener / John Wiley & Sons. Year: 2018

	Reference Books

	1.Rao, R. Rajeswara. Cloud Computing & Virtualization. Dreamtech Press, 2019.

	2.Velte, Anthony; Velte, Toby; Elsenpeter, Robert. Cloud Computing: A Practical Approach. McGraw-Hill, 2017

	3.Di Pietro, Roberto; Lombardi, Flavio. Virtualization Technologies and Cloud Security: Advantages, Issues, and Perspectives.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.nptel.ac.in/noc25_cs12

	2. https://onlinecourses.nptel.ac.in/noc22_cs20
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	Course Code
	
	Database Management System
	L
	P
	C

	Core/Elective/
Supportive
	Core : 7
	4
	0
	4

	Pre-requisite
	· Basic knowledge of data, table and database in computers.
· Basic knowledge SQL commands and NoSQL.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamentals of database systems, data models, and relational database concepts.
2. To understand database design using the Entity-Relationship model and normalization techniques for data integrity.

3. To develop proficiency in SQL for data definition, manipulation, and control using Oracle.

4. To explore advanced database concepts such as query optimization, transaction management, and concurrency control.
5. To familiarize students with NoSQL databases, their data models, architectures, and applications in cloud and big data environments.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, architecture, and data models of database management systems.
	K2

	2
	Apply Entity-Relationship modeling and normalization techniques to design efficient relational databases.
	K3

	3
	Develop and execute SQL queries for data definition, manipulation, and control using Oracle.
	K3

	4
	Analyze transaction processing, concurrency control, and query optimization techniques for reliable database performance.
	K4

	5
	Compare relational databases with NoSQL systems and evaluate their applicability in cloud and big data environments.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Unit I
	INTRODUCTION TO DBMS
	           8 Hours

	File Systems Organization – Sequential, Pointer, Indexed, Direct – Purpose of Database System- Database System Terminologies-Database characteristics- Data models – Types of data models – Components of DBMS- Relational Algebra. LOGICAL DATABASE DESIGN: Relational DBMS – Codd‟s Rule – Entity- Relationship model – Extended ER Normalization – Functional Dependencies, Anomaly- 1NF to 5NF- Domain Key Normal Form – Denormalization. 

	Unit II
	SQL QUERY OPTIMIZATION & CONCURRENCY CONTROL
	               8 Hours

	SQL Standards – Data types – Database Objects- DDL-DML-DCL-TCL-Embedded SQL-Static Vs Dynamic SQL – QUERY OPTIMIZATION: Query Processing and Optimization. TRANSACTION PROCESSING - Introduction-Properties of Transaction- Serializability- Concurrency Control – Locking Mechanisms- Two Phase Commit Protocol-Dead lock.

	Unit III
	WORKING WITH SQL 
	                            8 Hours

	Oracle Tables: DDL: Naming Rules and conventions – Data Types – Constraints – Creating Oracle Table – Displaying Table Information – Altering an Existing Table – Dropping, Renaming, Truncating Table – Table Types – Spooling – Error codes.


	Unit IV
	WORKING WITH TABLE
	8 Hours

	Working with Table: Data Management and Retrieval: DML – adding a new Row/Record – Customized Prompts – Updating and Deleting an Existing Rows/Records – retrieving Data from Table – Arithmetic Operations – restricting Data with WHERE clause – Sorting – Revisiting Substitution Variables – DEFINE command 

	Unit V
	DATA MANIPULATION AND NoSQL CONCEPTS
	                        8 Hours

	CASE structure. Functions and Grouping: Built-in functions –Grouping Data. Multiple Tables: Joins and Set operations: Join – Set operations. Introduction to NoSQL -  Data Models in NoSQL -  Key Concepts and Architecture -  Handling unstructured and semi-structured data -  Query Languages and APIs -  Querying document stores (MongoDB Query Language, JSON-based queries) 

	Unit VI
	Contemporary Issues
	2 Hours

	   Case Studies and Practical Applications -  Lab / Hands-On Modules

	                                                                                         Total Lecture Hours
	42 Hours

	Text Book(s)

	1. RamezElmasri and Shamkant B. Navathe, “Fundamentals of Database Systems”,Fifth Edition, Pearson Education, 2008.

	2. Database Systems using Oracle, Nilesh Shah, 2nd edition, PHI.

	Reference Books

	1. Abraham Silberschatz, Henry F. Korth and S. Sudharshan, “Database System Concepts”, Sixth Edition, Tata McGraw Hill, 2011.

	2. E-Book : Diana Lorentz, “Oracle® Database SQL Reference”, ORACLE, Dec, 2005.

	3. Database Management Systems, Majumdar & Bhattacharya, 2007, TMH.

	4. “Making sense of NoSQL”, Dan McCreary and Ann Kelly.

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

	2. https://onlinecourses.swayam2.ac.in/arp19_ap79/preview 
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	Course Code
	
	Database Lab
	L
	P
	C

	Core/Elective/ Supportive 
	Core Lab: 5
	-
	3
	2

	Pre-requisite
	· Practical knowledge in SQL and NoSQL
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. To provide hands-on experience in creating and managing relational databases using SQL.

2. To enable students to perform data manipulation, retrieval, and analysis through various SQL operations and functions.

3. To understand user and role management for maintaining database security and access control.

4. To introduce the installation, configuration, and operation of NoSQL databases such as MongoDB or Cassandra.

5. To develop practical skills in performing CRUD operations, importing data, and analyzing query distribution in NoSQL environments.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1. 
	Apply DDL and DML commands to create, modify, and manage relational database structures using SQL.
	K3

	2. 
	Implement various SQL operations, functions, and joins to retrieve and manipulate data efficiently.
	K3

	3. 
	Demonstrate user and role management with privileges to ensure secure database access and control.
	K3

	4. 
	Develop NoSQL databases to perform CRUD operations and data import using JSON or CSV formats.
	K3

	5. 
	Analyze query distribution and performance in NoSQL environments to understand data scalability and sharding concepts.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Implementation of DDL commands of SQL with suitable examples Create table, Alter table, Drop Table.

	2. Implementation of DML commands of SQL with suitable examples Insert, Update, Delete.

	3. Implementation of different types of function with suitable examples Number function, Aggregate Function, Character Function, Conversion Function, Date Function.

	4. Implementation of different types of operations in SQL Arithmetic Operators, Logical Operators, Comparison Operators, Special Operators, Set operations. 

	5. Implementation of different types of Joins Inner Join, Outer Join, Natural Join etc.

	6. Creating Database /Table Space. Managing Users: Create User, Delete User Managing roles:-Grant, Revoke.

	7. Create a table for Employee details with Employee Number as primary key and following fields: Name, Designation, Gender, Age, Date of Joining and Salary. Insert at least ten rows and perform various queries using any one Comparison, Logical, Set, Sorting and Grouping operators.

	8. NoSQL - Install and configure MongoDB / Cassandra / Redis on a local or cloud environment.

	9. NoSQL - Create and manage a database — perform basic CRUD operations (Insert, Find, Update, Delete). 

	10. Import JSON or CSV data into a NoSQL database using CLI or GUI tools.

	Total Hours
	36 Hours

	Text Book(s)

	1. RamezElmasri and Shamkant B. Navathe, “Fundamentals of Database Systems”,Fifth Edition, Pearson Education, 2008.

	2. Database Systems using Oracle, Nilesh Shah, 2nd edition, PHI.

	Related Online Contents [MOOC, SWAYAM, NPTEL, Websites etc.]


	1. https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

	2. https://onlinecourses.swayam2.ac.in/arp19_ap79/preview
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	Course Code
	
	Data Communication and Networks
	L
	P
	C

	Core/Elective/
Supportive
	Allied: 4
	4
	0
	4

	Pre-requisite
	· Familiarity with binary number systems and logic gates
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamental concepts of communication systems, data transmission, and networking standards.
2. To provide knowledge on analog and digital transmission techniques and their applications in communication systems.
3. To familiarize students with various data transmission modes, multiplexing techniques, and error detection methods.
4. To explain different transmission media, network topologies, switching, and routing mechanisms used in computer networks.
5. To impart understanding of networking protocols, OSI model architecture, and ISDN concepts for effective data communication.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts of data communication, protocols, and signal transmission techniques.
	K2

	2
	Differentiate between analog and digital transmission methods and their impact on data communication.
	K3

	3
	Classify various data transmission modes, multiplexing techniques, and error detection methods used in networks
	K3

	4
	Analyze the characteristics of transmission media, network topologies, and routing mechanisms for efficient communication.
	K4

	5
	Illustrate the functions of networking protocols, OSI layers, and ISDN architecture for effective data transfer
	    K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	INTRODUCTION TO COMMUNICATIONS AND NETWORKING
	9 Hours

	Introduction to communications and Networking: Introduction – Fundamental concepts - Data communications – Protocols- standards - Standards organizations - Signal propagations- Analog and Digital signals- Bandwidth of a signal and a medium - Fourier analysis and the concept of bandwidth of a signal - The data transmission rate and the bandwidth. Information encoding: Introduction – Representing different symbols- Minimizing errors- Multimedia – Multimedia and Data compression.

	Unit II
	ANALOG AND DIGITAL TRANSMISSION METHODS
	9 Hours

	Analog and digital transmission methods: Introduction - Analog signal, Analog transmission - Digital signal, Digital transmission - Digital signal, Analog transmission - Baud rate and bits per second - Analog signal, Digital (Storage and) transmission - Nyquist Theorem.

	Unit III
	     MODES OF DATA TRANSMISSION AND MULTIPLEXING
	9 Hours

	Modes of data transmission and Multiplexing: Introduction – Parallel and Serial communication - Asynchronous, Synchronous and Isochronous communication - Simplex, Half-duplex and Full-duplex communication – Multiplexing - Types of Multiplexing - FDM versus TDM. Transmission Errors: Detection and correction: Introduction – Error classification – Types of Errors – Error detection.

	Unit IV
	TRANSMISSION MEDIA
	           9 Hours
         

	Transmission media: Introduction - Guided media - Un Guided media - Shannon capacity. Network topologies, switching and routing algorithms: Introduction - Mesh topology - Star topology - Tree topology - Ring topology - Bus topology - Hybrid topology - Switching basics- Circuit switching – Packet switching - Message switching - Router and Routing – Factors affecting routing algorithms - Routing algorithm -Approaches to routing.


	Unit V
	NETWORKING PROTOCOLS AND OSI MODEL
	8 Hours

	Networking protocols and OSI model: Introduction – Protocols in computer communications - The OSI model - OSI layer functions. Integrated services digital networking (ISDN): Introduction – Background of ISDN - ISDN architecture – ISDN interfaces - Functional grouping – Reference points - ISDN protocol architecture - Broadband ISDN (B-ISDN). of ATM – Packet size – Virtual circuits in ATM – ATM cells – Switching – ATM layers – Miscellaneous Topics.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	46 Hours

	Text Book(s)

	1.Data Communications and Networks, Achyut. S. Godbole, Tata McGraw-Hill Publishing Company, 2007

	

	Reference Books

	1. B. A. Forouzan – “Data Communications and Networking (3rd Ed.) “ – TMH.

	2. A. S. Tanenbaum – “Computer Networks (4th Ed.)” – Pearson Education/PHI.

	3. W. Stallings – “Data and Computer Communications (5th Ed.)” – PHI/ Pearson Education.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. nptel.ac.in/courses/106105082

	2. Computer Networks - Course
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	Course Code
	
	Capstone Project Work Phase I
	L
	P
	C

	Core/elective/
Supportive
	                  Skill Based Subject: 2 Lab 
	0
	6
	2

	Pre - requisite
	· Strong coding skills in any one programming paper
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	1. To enable students to identify and define real-world problems suitable for project development.

2. To guide students in collecting, analyzing, and organizing relevant data for system understanding.

3. To develop basic system design skills through data flow diagrams and functional modeling of the proposed project.

	Expected Course Outcomes

	On the successful completion of the course, student will be able to:

	1
	Identify real-world problems and formulate a clear, feasible problem statement for the proposed project
	K3

	2
	Demonstrate an understanding of system requirements through appropriate data collection and analysis techniques
	K2

	3
	Develop data flow diagrams and system architecture to represent the functional aspects of the proposed system
	K3

	4
	Apply suitable tools, technologies, and methodologies to design the initial framework of the project
	K3

	5
	Analyze the feasibility and scope of the proposed solution based on collected data and design outcomes
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Aim of the project work

	1. The aim of the project work is to acquire practical knowledge on the implementation of the programming concepts studied.
2. Each student should carry out individually one project work and it may be a work using the software packages that they have learned or the implementation of concepts from the papers studied or implementation of any innovative idea focusing on application oriented concepts.
3. The project work should be compulsorily done in the college only under the supervision of the department staff concerned.
Viva Voce
1. Viva-Voce will be conducted at the end of the year by both Internal (Respective Guides) and External Examiners, after duly verifying the Annexure Report available in the College, for a total of 75 marks at the last day of the practical session.
2. Out of 75 marks, 45 marks for project report and 30 Marks for Viva Voce.


	Project Work Format

	PROJECT WORK

TITLE OF THE DISSERTATION
Bonafide Work Done by STUDENT NAME REG. NO.
Dissertation submitted in partial fulfillment of the requirements for the award of
<Name of the Degree>
of Bharathiar University, Coimbatore-46.
College Logo
Signature of the Guide
Signature of the HOD 
Submitted for the Viva-Voce Examination held on
Internal Examiner
External Examiner
 Month – Year

	CONTENTS
Acknowledgement Contents
Synopsis
1. Introduction
1.1 Organization Profile
1.2 System Specification
1.2.1 Hardware Configuration
1.2.2 Software Specification
2. System Study
2.1 Existing System
2.1.1 Drawbacks
2.2 Proposed System
2.2.1 Features
3. System Design and Development
3.1 File Design

	3.2 Input Design

3.3 Output Design

3.4 Database Design

3.5 System Development

3.5.1 Description of Modules (Detailed explanation about the project work)

4 Software Testing and Implementation Conclusion

Bibliography Appendices

A. Data Flow Diagram

B. Table Structure

C. Sample Coding

D. Sample Input

Sample Output
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	Course code
	
	INTERNSHIP TRAINING
	L
	T
	P
	C

	Core/Elective/Supportive
	
	0
	0
	0
	2

	Pre-requisite
	Basic knowledge in SDLC and managing of software projects
	Syllabus Version
	

	
	
	
	
	2025-26 onwards

	
	
	
	

	Course Objectives:

	The main objectives of this course are to:

1. To gain knowledge in software development environment

2. To know about the managerial aspects of development are.

3. Student is given interns about the industry, the job and the company 




INTERNSHIP TRAINING 
(During the vacation of Fourth Semester and viva voce examination to be conducted during practical examinations of fifth semester)

1. The aim of the Internship Training is to acquire practical knowledge on the implementation of the programming concepts studied.

2. To observe orientation to the company, its structure, and its products/services. 

3. Direct engagement with assigned tasks and projects under the supervision of a mentor. 

4. Reporting and Evaluation: Regular submission of progress reports and feedback sessions. 

5. Final Report and Presentation: Completion of a final report summarizing the internship experience and potentially a presentation to showcase their work. 

Viva Voce

1. Viva-Voce will be conducted at the end of the Fifth semester by both Internal (Respective Guides) and External Examiners, after duly verifying the training report in the college, for a total of 50 marks.
2. External Mark Split up (30 marks) : Internship Training Report 15 marks, Viva PPT Presentation 5 marks and 10 Marks for Viva Voce.


	Course Code
	
	Cloud Deployment and Management
	L
	P
	C

	Core/Elective/
Supportive
	Core : 8
	6
	0
	4

	Pre-requisite
	· Basic knowledge of of computer systems, networking, and operating environments. 
· Prior knowledge of basic cloud computing concepts (such as IaaS, PaaS, and SaaS), familiarity with command-line interfaces, and basic scripting skills 
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	1. To introduce the fundamental concepts, characteristics, service models, and deployment models of cloud computing.

2. To understand cloud architecture, its components, and management practices including resource virtualization and identity management.

3. To familiarize students with major cloud platforms such as AWS, Azure, and Google Cloud, and their core services.

4. To explore cloud security challenges, mechanisms, and compliance standards for ensuring data protection and reliability.

5. To develop skills in cloud application design, DevOps integration, migration strategies, and performance optimization for modern cloud environments.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, characteristics, and models of cloud computing, including virtualization and major cloud platform
	K2

	2
	Illustrate the architecture, components, and management of cloud environments using resource virtualization and container orchestration tools.
	K3

	3
	Compare various cloud platforms (AWS, Azure, GCP) and their core services for compute, storage, and application deployment.
	K4

	4
	Demonstrate the implementation of cloud security mechanisms, IAM policies, and compliance strategies for secure cloud operations.
	K3

	5
	Develop and evaluate cloud-based applications using DevOps practices, migration strategies, and performance optimization techniques
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	                     CLOUD COMPUTING FUNDAMENTALS
	12 Hours

	Cloud Computing – Definition, Evolution, and Importance – Essential Characteristics – Service Models: IaaS, PaaS, SaaS – Deployment Models: Public, Private, Hybrid, and Community Clouds – Basics of Virtualization: Hypervisors, Virtual Machines, Containers – Overview of AWS, Azure, and Google Cloud – Cloud Benefits and Challenges.

	Unit II
	CLOUD ARCHITECTURE AND MANAGEMENT
	12 Hours

	Cloud Architecture – Components and Design Principles – Cloud Service Lifecycle – Resource Virtualization: Compute, Storage, and Network – Identity and Access Management (IAM): Authentication, Authorization, and Roles – Containers and Kubernetes: Concepts, Architecture, and Orchestration.

	Unit III
	CLOUD PLATFORMS AND SERVICES
	14 Hours

	Overview of Major Cloud Platforms –AWS: EC2, S3, RDS, Lambda, CloudFormation –Azure: Virtual Machines, Blob Storage, App Services, Functions, ARM Templates –GCP: Compute Engine, Cloud Storage, Cloud SQL, Cloud Functions, Deployment Manager – Infrastructure as Code (IaC) Concepts.

	Unit IV
	CLOUD SECURITY
	                  16 Hours
         

	Cloud Security Overview – Shared Responsibility Model – Security Threats and Mechanisms: Encryption, Firewalls, VPNs, IDS/IPS – Role-Based Access Control (RBAC) and Multi-Factor Authentication (MFA) – Compliance and Governance: GDPR, HIPAA, ISO 27001 – Backup and Disaster Recovery Strategies.

	Unit V
	CLOUD APPLICATIONS
	16Hours

	Cloud Application Development – Cloud-Native and Microservices Architecture – API Management – DevOps in Cloud: CI/CD, Automation Tools – Cloud Migration Strategies – Performance and Cost Optimization – Emerging Trends: Edge Computing, Serverless, AI/ML in Cloud, and Green Cloud Computing.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1. Cloud Computing: Principles and Paradigms Rajkumar Buyya, James Broberg, Andrzej M. Goscinski Wiley India Pvt. Ltd. 1st Edition, 2011.

	2. Cloud Computing: A Hands-On Approach Arshdeep Bahga and Vijay Madisetti Universities Press (India) Pvt. Ltd. 1st Edition, 2014.

	Reference Books

	1.“Mastering Cloud Computing: Foundations and Applications Programming — Rajkumar Buyya, Christian Vecchiola, S. Thamarai Selvi, Shivananda Poojara, Satish Narayana Srirama. 1st Edition, Morgan Kaufmann, 2013.

	2. Cloud Computing: Theory and Practice Dan C. MarinescuMorgan Kaufmann (Elsevier) 2nd Edition, 2017

	3. Cloud Computing: Concepts, Technology & Architecture Thomas Erl, Ricardo Puttini, Zaigham Mahmood Pearson Education 1st Edition, 2013.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. nptel.ac.in/courses/106105167

	2. Cloud Infrastructure and Services - Course

	Course Designed by:
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	Course Code
	
	Web Technology
	L
	P
	C

	Core/Elective/
Supportive
	Core : 9
	6
	0
	4

	Pre-requisite
	· Basic programming knowledge in Python, fundamentals of databases, and understanding of networking and operating systems.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamentals of web technologies, including HTML5, CSS3, and JavaScript for front-end design and interactivity.

2. To provide knowledge of server-side programming using Node.js and Express.js for developing dynamic web applications.

3. To familiarize students with Python-based web frameworks such as Flask and Django for efficient back-end development.

4. To impart practical skills in integrating and deploying web applications on cloud platforms using modern tools and frameworks.

5. To develop an understanding of containerization, DevOps pipelines, and cloud security for scalable and optimized web application deployment.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Identify the fundamental concepts of web technologies including HTML5, CSS3, JavaScript, and responsive design principles.
	K2

	2
	Develop  dynamic and interactive server-side web applications using Node.js, Express.js, and database integration.
	K3

	3
	Apply  the concepts of Python web frameworks such as Flask and Django to design and deploy full-stack web applications.
	K3

	4
	Analyze  the role of cloud computing and containerization tools in web application hosting and scalability.
	K4

	5
	Implement secure, cloud-integrated web solutions using modern DevOps practices like CI/CD and performance optimization.
	K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Fundamentals of Web Technologies
	14 Hours

	Introduction to Internet and WWW – client, server, browsers – HTML5: elements, tags, attributes –
CSS3: styling text, layout, and box model – JavaScript: variables, functions, DOM manipulation –
Responsive design using Bootstrap – Git and GitHub basics.

	Unit II
	Server-Side Development with Node.js
	14 Hours

	Node.js – features and architecture – npm and packages – Express.js: routing, middleware, and template
engines – Handling HTTP requests and forms – Database integration (MongoDB/MySQL) – File
handling and asynchronous operations – RESTful API development.

	Unit III
	Python Web Framework Flask
	14 Hours

	Flask setup and environment configuration – Application structure and routing – Jinja2 templates –
Form handling and URL building – Database connection (SQLite/MySQL) – Flask extensions: Flask-WTF, Flask-Login – Deploying Flask applications.

	Unit IV
	Web Application Development using Django
	            14 Hours
         

	Introduction to Django and MVT architecture – Project and app creation – Models, views, templates, and
URL configuration – ORM and database operations – User authentication – Admin interface
customization – Django REST Framework basics – Cloud deployment of Django apps.

	Unit V
	Cloud Integration and Deployment
	14 Hours

	Cloud Computing models (IaaS, PaaS, SaaS) – Cloud service providers (AWS, Azure, GCP) – Web app
hosting on cloud – Docker fundamentals: containers and images – CI/CD pipelines – Cloud security –
Scalability and performance optimization – Case study: Deploying Flask/Django/Node.js apps on cloud.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1. Frank Zammetti, Modern Full-Stack Development (2nd Edition), Apress/Springer, 2022.

	2. David Herron-Node.js Web Development – Third Edition-Packt Publishing,2016

	Reference Books

	1.Miguel Grinberg, Flask Web Development, O’Reilly.

	2. Aidas Bendoraitis, Django 3 Web Development Cookbook, Packt.

	3. 3.Anthony T. Velte &amp; Toby J. Velte, Cloud Computing: A Practical Approach

	4. 4. Andrew Mead, Learning Node.js Development, Packt

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.swayam2.ac.in/nou24_cs09/

	2. https://www.coursera.org/learn/django-web-framework

	Course Designed by:
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	Course Code
	
	Web Technology Lab
	L
	P
	C

	Core / Elective/ Supportive
	Core Lab: 6
	-
	6
	2

	Pre-requisite
	· Basic knowledge in Python concepts, Database Networking, Command Line Usage concepts
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. Understand the fundamentals of web technologies and client-server architecture.
2. Design and develop interactive web pages using HTML, CSS, and JavaScript.
3. Build server-side applications using Node.js and Express.js with database  integration.
4. Develop lightweight web apps using Flask and full-stack applications using Django.
5. Deploy and manage web applications on cloud platforms using basic DevOps  tools and Docker.
6. Gain hands-on experience through mini-projects and practical labs

	Course Outcomes

	On the successful completion of the course, student will be able to

	1. 
	Design responsive and interactive web pages using HTML, CSS, JavaScript, and modern frameworks like Bootstrap or Tailwind.
	K3

	2. 
	Develop server-side web applications using Node.js and Express.js to handle client requests and dynamic content.
	K3

	3. 
	Implement database connectivity in web applications using MongoDB or MySQL for performing CRUD operations.
	K3

	4. 
	Build  secure and data-driven web applications using Python frameworks such as Flask and Django.
	K3

	5. 
	Analyze the structure and functionality of full-stack web applications integrating front-end, back-end, and databases.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Build a Personal Web Page - Use HTML &amp; CSS to create a simple personal portfolio

	2. Add JavaScript Interactivity – Make buttons work, show alerts, or change content on click.

	3. Build a mobile-friendly website using Bootstrap or Tailwind.

	4. Build a basic HTTP server returning HTML responses.

	5. Develop multi-route web application handling GET/POST requests

	6. Connect Node.js app to MongoDB/MySQL and perform CRUD operations.

	7. Build a registration/login form using Flask-WTF and store data in SQLite/MySQL.

	8. Build a small web service to send and receive data using Django

	Total Hours
	72 Hours


	Text Book(s)

	1. Frank Zammetti, Modern Full-Stack Development (2nd Edition), Apress/Springer, 2022

	2. Erik M. FrancisDeconstructing - Depth of Knowledge,Solution Tree,2021

	Related Online Contents [MOOC, SWAYAM, NPTEL, Websites etc.]

	1.https://www.coursera.org/specializations/django

	2.https://swayam.gov.in/explorer

	Course Designed by:
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	Course Code
	
	Big Data Analytics on Cloud
	L
	P
	C

	Core/Elective/
Supportive
	Elective I
	6
	0
	3

	Pre-requisite
	· Students are expected to have a foundational understanding of data management concepts, database systems, and basic programming skills 
· Prior knowledge of cloud computing fundamentals, data structures, and statistical analysis is recommended. 
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. Understand the fundamentals and evolution of Big Data, its characteristics, and its integration with cloud computing environments.

2. Explore various Big Data ecosystems and tools, including Hadoop, Spark, and NoSQL databases for large-scale data processing.

3. Analyze cloud-based Big Data platforms such as AWS, Azure, and Google Cloud for scalable storage, computation, and analytics.

4. Apply data analytics frameworks and machine learning services on cloud platforms for real-time and batch data processing.

5. Evaluate security, governance, and optimization strategies in cloud-based Big Data solutions through real-world case studies.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Describe the characteristics, evolution, and importance of Big Data and Cloud Computing and their integration.
	K2

	2
	Demonstrate the use of Big Data ecosystem tools such as Hadoop, Spark, and NoSQL databases for data processing.
	K3

	3
	Implement cloud-based Big Data analytics using AWS, Azure, and Google Cloud platforms.
	K3

	4
	Analyze data analytics frameworks and workflows for real-time and batch data processing in cloud environments.
	K4

	5
	Examine the security, privacy, and optimization strategies in Big Data and Cloud-based systems through case studies.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Unit I
	INTRODUCTION TO BIG DATA AND CLOUD
	12 Hours

	Evolution of Big Data - Characteristics of Big Data (Volume, Velocity, Variety, Veracity, Value) -  Big Data vs. Traditional Data - Cloud Computing basics - Cloud deployment models (Public, Private, Hybrid) - Integration of Big Data and Cloud Computing - Cloud service providers for Big Data: AWS, Azure, Google Cloud.

	Unit II
	BIG DATA ECOSYSTEM AND TOOLS
	12 Hours

	Hadoop Ecosystem overview - HDFS architecture and YARN - MapReduce programming model - Introduction to Spark ecosystem (RDD, DataFrame, MLlib, GraphX) - NoSQL databases in Big Data (MongoDB, Cassandra, HBase) - Data ingestion tools (Flume, Sqoop, Kafka) - Data warehousing in the cloud (BigQuery, Redshift, Snowflake).

	Unit III
	CLOUD PLATFORMS FOR BIG DATA ANALYTICS
	14 Hours

	AWS Big Data Services: EMR, Redshift, Kinesis, S3 - Google Cloud: BigQuery, Dataflow, Dataproc, Pub/Sub - Azure: HDInsight, Synapse Analytics, Data Lake - Cloud-based data pipelines and storage models - Serverless data processing (AWS Lambda, Google Cloud Functions) - Comparison of services across cloud providers. 

	Unit IV
	DATA ANALYTICS FRAMEWORKS
	            16 Hours
         

	Data preprocessing and cleaning in cloud environments - Data analytics lifecycle - Real-time analytics with Spark Streaming, Kafka, Flink - Batch analytics with Hadoop and Spark - Machine learning on the cloud (AWS Sagemaker, Azure ML, Google Vertex AI) - Visualization tools (Tableau, Power BI, Datastudio) 

	Unit V
	SECURITY, OPTIMIZATION, AND CASE STUDIES
	             16 Hours

	Security issues in Big Data and Cloud - Data privacy, governance, and compliance (GDPR, HIPAA) -  Cost management and optimization in cloud analytics - Performance tuning and scaling - Case studies: Social media analytics, IoT analytics, Healthcare, E-commerce - Emerging trends: Edge analytics, AI integration, Federated learning.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1. Big Data and Cloud Computing for Development – Ketan Shah, Springer.

	2. Big Data Analytics with Hadoop and Spark – Venkat Ankam, Packt Publishing.

	Reference Books

	1. Cloud Computing: Concepts, Technology & Architecture – Thomas Erl.

	2. Data Science on the Google Cloud Platform – Valliappa Lakshmanan, O’Reilly.

	3. Big Data and Cloud Computing – Rajkumar Buyya et al., Wiley.

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.  https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

	2.  https://onlinecourses.swayam2.ac.in/arp19_ap79/preview 

	Course Designed by:
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Cloud for IoT
	L
	P
	C

	Core/Elective/
Supportive
	                  Elective I
	6
	0
	3

	Pre-requisite
	· Basic knowledge of Python programming and databases, with a foundational understanding of machine learning concepts.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamental concepts, architecture, and integration of IoT and Cloud Computing.

2. To familiarize students with various cloud platforms and communication protocols used in IoT ecosystems.

3. To develop an understanding of IoT data management and analytics using cloud-based tools and visualization techniques.

4. To explain the security, scalability, and fault-tolerance mechanisms in Cloud–IoT environments.

5. To expose learners to industrial applications, standards, and emerging trends in Cloud–IoT systems through case studies and expert sessions.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, architecture, and integration of IoT and Cloud Computing
	K2

	2
	Illustrate the features and functionalities of various Cloud platforms and IoT communication protocols.
	K3

	3
	Analyze IoT data management and analytics techniques using cloud-based tools for real-world applications.
	K4

	4
	Demonstrate security, scalability, and fault-tolerance mechanisms in Cloud–IoT systems.
	K3

	5
	Evaluate industrial applications, standards, and emerging trends in Cloud–IoT systems.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction to IoT and Cloud
	12 Hours

	IoT Overview: Definition, Characteristics, and Architecture-Cloud Computing Fundamentals: Characteristics, Deployment Models (Public, Private, Hybrid)-Cloud Service Models: IaaS, PaaS, SaaS- IoT–Cloud Integration: Benefits, Challenges, and Application Scenarios

	Unit II
	Cloud Platforms for IoT
	12 Hours

	Overview of Cloud Platforms: AWS IoT Core, Microsoft Azure IoT Hub, Google Cloud IoT-Cloud-based Device Management and Virtualization-IoT Communication Protocols: MQTT, CoAP, AMQP, REST API-Cloud Data Storage Systems for IoT: Relational and NoSQL Models-Edge and Fog Computing Concepts

	Unit III
	IoT Data Management and Analytics
	14 Hours

	IoT Data Lifecycle and Storage Mechanisms-Real-time and Batch Data Processing-Data Analytics in Cloud IoT: Techniques and Tools-Cloud Visualization Tools – Power BI, Thing Speak, AWS Quick Sight-Case Studies: Smart City, Smart Healthcare, Smart Agriculture

	Unit IV
	Security and Scalability in Cloud IoT Systems
	                      16 Hours
         

	IoT Device and Network Security Threats-Cloud Security Mechanisms: Encryption, Authentication, and Access Control-Secure Data Transmission and Privacy in IoT Cloud-Scalability, Load Balancing, and Fault Tolerance in Cloud IoT Systems

	Unit V
	Trends, Standards, and Industrial Applications
	16 Hours

	Industrial IoT (IIoT): Concepts and Architecture-Cloud IoT Standards and Frameworks (IEEE, ISO/IEC)-
Interoperability and Middleware Solutions-Emerging Trends: AI-Enabled IoT, Serverless Computing, Edge AI-Case Studies on Cloud IoT in Industry 4.0, Healthcare, Transportation, and Smart Energy


	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1. Rajkumar Buyya & Amir Vahid Dastjerdi, Internet of Things: Principles and Paradigms, Elsevier, 2016.
2.Arshdeep Bahga & Vijay Madisetti, Internet of Things – A Hands-on Approach, Universities Press, 2015.
3.Gautam Shroff, Enterprise Cloud Computing: Technology, Architecture, Applications, Cambridge University Press, 2010.

	Reference Books

	1. Honbo Zhou, The Internet of Things in the Cloud: A Middleware Perspective, CRC Press, 2012.
2. Srinivasa K G, Internet of Things: Architecture and Design Principles, Springer, 2018
3. AWS and Azure IoT Core Documentation (Latest Online Resources).


	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.swayam2.ac.in/arp20_ap03/preview

	2. https://archive.nptel.ac.in/courses/106/105/106105166
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	Course Code
	
	Machine Learning on Cloud
	L
	P
	C

	Core/Elective/
Supportive
	                  Elective I
	6
	0
	3

	Pre-requisite
	· Familiarity with fundamental Machine Learning concepts,
· Cloud Computing fundamentals and data preprocessing techniques.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To understand the fundamentals of cloud computing, service models, and machine learning basics.

2. To explore cloud-based tools for data preprocessing, storage, and engineering for ML workflows.

3. To gain knowledge on training, evaluating, and optimizing ML models using cloud platform

4. To understand MLOps processes for model deployment, scaling, and monitoring in the cloud.

5. To examine security, privacy, and responsible AI practices through real-world case studies.



	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain cloud computing concepts, service and deployment models, and ML fundamentals.
	K2

	2
	Demonstrate data preprocessing, transformation, and storage using cloud-based tools.
	K3

	3
	Implement and evaluate supervised ML models on cloud platforms using appropriate algorithms.
	K3

	4
	Implement and evaluate supervised ML models on cloud platforms using appropriate algorithms.
	K4

	5
	Examine cloud security, privacy, and responsible AI practices in real-world ML applications.
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Cloud Computing & ML Essentials
	14 Hours

	Cloud fundamentals: service models (IaaS, PaaS, SaaS), deployment models (Public, Private, Hybrid),
key providers overview-Virtualization, containers and orchestration (VM vs container vs serverless)-
Basic ML concepts: supervised vs unsupervised learning, regression vs classification, evaluation metrics
(accuracy, precision, recall, F1, ROC-AUC).

	Unit II
	Data Engineering on Cloud for ML
	14 Hours

	Data ingestion and preprocessing using cloud services-Data cleaning, transformation, feature
engineering at scale (map/reduce style and serverless functions-Storage and indexing options (data
lakes, managed SQL/NoSQL, graph/vector DB pointers).

	Unit III
	 Training ML Models in the Cloud
	14 Hours

	Cloud ML services and SDKs-Training at scale: distributed training basics, GPU/TPU provisioning,
hyperparameter tuning services-Common supervised algorithms (linear/multiple regression, logistic
regression, KNN, decision trees, SVM) -Model evaluation, cross-validation, handling class imbalance, dimensionality reduction (PCA).

	Unit IV
	MLOps, Deployment & Serving
	                          14 Hours
         

	Model serialization, containerizing models, creating RESTful inference endpoints-CI/CD for ML: model
registry, automated testing, blue/green and canary deployments for model updates-Batch vs real-time
inference architectures; autoscaling; monitoring (latency, throughput) and logging-Cost optimization and
resource monitoring for deployed ML services.

	Unit V
	Security, Privacy, Case Studies and Project
	14 Hours

	Cloud security best practices for ML: IAM, encryption-secure model serving, data privacy and
compliance concerns-Responsible AI: bias, fairness checks and explainability-Case studies: end-to-end
ML on cloud examples (image classification pipeline, text classification / NLP pipeline) — cost and
performance tradeoffs.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1.Pramod Gupta &amp- Naresh K. Sehgal, Introduction to Machine Learning in the Cloud with
Python,Springer International Publishing, 2020

	2. Marco Tranquillin-Architecting Data and Machine Learning Platforms,1st Edition,published by O’Reilly)
    2021 

	Reference Books

	1. Jitendra Kumar,Machine Learning for Cloud Management, Routledge,2021

	      2. Aurélien Géron,Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow

	      3. Kai Hwang-Cloud Computing for Machine Learning and Cognitive Applications,MIT   
         Press,2017

	     4. Practical MLOps: Operationalizing Machine Learning Models-Noah Gift & Alfredo Deza-   
         Publisher,O’Reilly Media, 2021

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. https://onlinecourses.nptel.ac.in/noc23_cs18

	2. https://www.coursera.org/learn/introduction-to-cloud
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	Course Code
	
	Capstone Project Work Phase II
	L
	P
	C

	Core / Elective / Supportive
	Skill Based Subject:3 Lab 
	0
	6
	2

	Pre – requisite
	· Students should have completed Capstone Project Work Phase – I
· Strong coding skills in any one programming  paper
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	1. To enable students to implement the proposed system designed in Phase I through efficient coding practices.

2. To develop, integrate, and test software components ensuring functional correctness and performance.

3. To expose students to real-world implementation challenges and debugging techniques.

4. To inculcate the use of version control, documentation, and deployment tools in project development.

5. To evaluate the developed project based on usability, scalability, and maintainability.

	Expected Course Outcomes

	On the successful completion of the course, student will be able to:

	1
	Apply appropriate programming languages, frameworks, and tools to implement the system modules designed in Phase I.
	K3

	2
	Integrate system components and perform functional and non-functional testing to ensure reliability.
	K4

	3
	Demonstrate debugging and performance optimization techniques for efficient implementation.
	K3

	4
	Utilize version control, documentation, and deployment methodologies effectively during project development.
	K3

	5
	Analyze and present the results, system performance, and future enhancements through reports and demonstrations.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Aim of the project work

	4. The aim of the project work is to acquire practical knowledge on the implementation of the programming concepts studied.

5. Each student should carry out individually one project work and it may be a work using the software packages that they have learned or the implementation of concepts from the papers studied or implementation of any innovative idea focusing on application-oriented concepts.

6. The project work should be compulsorily done in the college only under the supervision of the department staff concerned.

Viva Voce

3. Viva-Voce will be conducted at the end of the year by both Internal (Respective Guides) and External Examiners, after duly verifying the Annexure Report available in the College, for a total of 75 marks at the last day of the practical session.

4. Out of 75 marks, 45 marks for project report and 30 Marks for Viva Voce.
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	Course Code
	
	DevOps and Cloud Automation
	L
	P
	C

	Core/Elective/
Supportive
	Core : 10
	5
	0
	4

	Pre-requisite
	· Basic knowledge of Programming Fundamentals.
· Basic knowledge in Computer Networks and Operating Systems.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. Impart the fundamental principles and culture of DevOps and its significance in the software development life cycle.
2. Introduce version control, continuous integration, and continuous delivery (CI/CD) concepts and tools.
3. Familiarize students with containerization and container orchestration technologies.
4. Provide hands-on knowledge of Infrastructure as Code (IaC) for automated cloud provisioning.
5. Enable students to manage and automate resources on cloud platforms.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Understand the DevOps culture, lifecycle, and its benefits over traditional methods.
	K2

	2
	Apply version control using Git and implement CI/CD pipelines using Jenkins.
	K4

	3
	Create containerized applications using Docker and understand the basics of Kubernetes orchestration.
	K3

	4
	Automate cloud infrastructure provisioning and management using Terraform.
	K3

	5
	Manage cloud resources using AWS CLI and automate using AWS CloudFormation.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	DevOps Fundamentals and Version Control
	10 Hours

	DevOps Culture and Practices - The DevOps Lifecycle - Benefits of DevOps - Introduction to Version Control Systems - Centralized vs Distributed VCS - Introduction to Git - Basic Git Commands and Workflow (clone, add, commit, push, pull) - Branching and Merging - Introduction to Pull/Merge Requests (GitHub/GitLab).

	Unit II
	Continuous Integration and Continuous Delivery (CI/CD)
	12 Hours

	CI/CD Concepts - Introduction to Jenkins - Jenkins Architecture (Master/Agent) - Jenkins Plugins - Pipeline-as-Code with Jenkins file - Declarative Pipeline Syntax (pipeline, agent, stages, step) - Building a Basic Pipeline (Checkout, Build, Test, Deploy stages).

	Unit III
	Containerization and Orchestration
	12 Hours

	Containers vs Virtual Machines - Introduction to Docker - Docker Architecture (Docker Engine, Images, Containers, Registries) - Dockerfile Instructions (FROM, RUN, COPY, EXPOSE, CMD) - Basic Container Management - Introduction to Kubernetes - Need for Orchestration - Kubernetes Pods, Services, and Deployments - Basic kubectl commands.

	Unit IV
	Infrastructure as Code with Terraform
	             12 Hours
         

	Infrastructure as Code (IaC) Principles - Benefits of IaC - Introduction to Terraform - Terraform vs. CloudFormation - HashiCorp Configuration Language (HCL) - Core Components: Providers, Resources, State File - Terraform Workflow (init, plan, apply, destroy) - Writing configuration to provision AWS EC2 instance and S3 bucket.

	Unit V
	Cloud Automation with AWS
	12 Hours

	Introduction to AWS Management Interfaces (Console, CLI) - AWS CLI Installation and Configuration - Core AWS CLI commands for EC2 and S3 - Introduction to AWS CloudFormation - Structure of a CloudFormation Template (JSON/YAML) - Core Template Sections (Parameters, Resources, Outputs) - Creating a template to launch an EC2 instance with a Security Group.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	60 Hours

	Text Book(s)

	1. Gene Kim, Jez Humble, Patrick Debois, John Willis: The DevOps Handbook: How to Create World-Class Agility, Reliability, & Security in Technology Organizations – IT Revolution Press, 2016.

	2.Yevgeniy Brikman: Terraform: Up & Running: Writing Infrastructure as Code – O'Reilly Media, 2nd Edition, 2019.

	3.Kelsey Hightower, Brendan Burns, Joe Beda: Kubernetes Up & Running: Dive into the Future of Infrastructure – O'Reilly Media, 2nd Edition, 2022.

	Reference Books

	1.John Ferguson Smart: Jenkins: The Definitive Guide – O'Reilly Media, 2011.

	2.Ben Piper, David Clinton: AWS Certified Solutions Architect Study Guide – Sybex, 5th Edition, 2021.

	3.Gene Kim, Kevin Behr, George Spafford: The Phoenix Project: A Novel about IT, DevOps, and Helping Your Business Win – IT Revolution Press, 5th Anniversary Edition, 2018.

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1. Cloud computing - Course

 

	2. Deployment and DevOps | Coursera
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	Course Code
	
	Project Work Using DevOps 
	L
	P
	C

	Core / Elective/ Supportive
	Core : 11
	0
	5
	4

	Pre – requisite
	· Students should have the strong knowledge in any one of the programming languages in this course.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. To enable students to design, develop, and deploy a complete software project using DevOps practices.

2. To provide hands-on experience with continuous integration (CI), continuous deployment (CD), and automation tools.

3. To cultivate skills in version control, containerization, and cloud-based application deployment.

4. To enhance students’ ability to collaborate, monitor, and manage projects efficiently through DevOps pipelines.

5. To assess system performance, scalability, and suggest future improvements through analysis and reporting.

	Course Outcomes

	On the successful completion of the course, student will be able to:

	1
	Apply DevOps tools and methodologies for automating the software development lifecycle.
	K3

	2
	Integrate source code management, build automation, and testing frameworks for continuous delivery.
	K3

	3
	Implement containerization, orchestration, and deployment using Docker, Kubernetes, or similar tools. 
	K3

	4
	Analyze project performance, identify bottlenecks, and optimize system operations using monitoring tools.
	K4

	5
	Present project results, demonstrate deployment pipelines, and propose future enhancements effectively.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Aim of the project work

	1. The aim of the project work is to acquire practical knowledge on the implementation of the programming concepts studied.
2. Each student should carry out individually one project work and it may be a work using the software packages that they have learned or the implementation of concepts from the papers studied or implementation of any innovative idea focusing on application oriented concepts.
3. The project work should be compulsorily done in the college only under the supervision of the department staff concerned.
Viva Voce
1. Viva-Voce will be conducted at the end of the year by both Internal (Respective Guides) and External Examiners, after duly verifying the Annexure Report available in the College, for a total of 100 marks at the last day of the practical session.
1. Out of 100 marks, 25 marks for CIA and 75 for CEE (45 evaluation of project report + 30 Viva Voce).
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	Course Code
	
	DevOps and Cloud Automation Lab
	L
	P
	C

	Core / Elective/ Supportive
	Core Lab: 7
	-
	5
	2

	Pre-requisite
	· Basic knowledge of operating systems, computer networks, and programming fundamentals (Python or Java). Familiarity with command-line interfaces is desirable.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are to:

	1. To introduce students to version control concepts using Git and collaborative repositories.

2. To familiarize learners with Continuous Integration (CI) tools like Jenkins for automated builds and testing.

3. To enable hands-on understanding of containerization concepts using Docker.

4. To provide practical exposure to Infrastructure as Code (IaC) using Terraform.

5. To integrate DevOps tools for automating software development and deployment workflows.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1. 
	Apply Git commands to manage versions of code and collaborate using remote repositories.
	    K3

	2. 
	Build and automate simple software applications using Jenkins pipelines
	K3

	3. 
	Develop and manage containerized applications using Docker.
	K4

	4. 
	Create and execute Infrastructure as Code scripts using Terraform.
	K4

	5. 
	Integrate DevOps tools to automate development, testing, and deployment processes.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Programs

	1. Install Git and perform basic operations — create a local repository, add files, commit, and view history.

	2. Create and switch between branches, merge changes, and resolve conflicts

	3. Connect a local repository to GitHub or GitLab, push and pull code, and create a Pull/Merge Request

	4.  Install Jenkins and configure a basic Freestyle Project to build a simple Java or Python application.

	5. Create a Jenkins Declarative Pipeline (Jenkinsfile) with stages for checkout, build, and test.

	6. Install Docker and run basic containers using official images (e.g., nginx or hello-world).

	7. Write a Dockerfile to containerize a simple static website or Python Flask application.

	8. Manage Docker containers — start, stop, list, and remove containers, and expose ports.

	9. Write a basic Terraform configuration to create a local resource using the null or local provider.

	10. Demonstrate Terraform commands (init, plan, apply, destroy) and use variables for customization.

	Total Hours
	60 hours

	Text Book(s)

	1. Gene Kim, Jez Humble, Patrick Debois, John Willis: The DevOps Handbook: How to Create World-Class Agility, Reliability, & Security in Technology Organizations – IT Revolution Press, 2016.

	2. Yevgeniy Brikman: Terraform: Up & Running: Writing Infrastructure as Code – O'Reilly Media, 2nd Edition, 2019.

	3. Kelsey Hightower, Brendan Burns, Joe Beda: Kubernetes Up & Running: Dive into the Future of Infrastructure – O'Reilly Media, 2nd Edition, 2022.

	Reference Book(s)

	John Ferguson Smart: Jenkins: The Definitive Guide – O'Reilly Media, 2011.

	Ben Piper, David Clinton: AWS Certified Solutions Architect Study Guide – Sybex, 5th Edition, 2021.

	Related Online Contents [MOOC, SWAYAM, NPTEL, Websites etc.]

	1. Cloud computing - Course

 

	2. Deployment and DevOps | Coursera
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	Course Code
	
	Edge Computing
	L
	P
	C

	Core/Elective/
Supportive
	Elective II
	6
	0
	3

	Pre-requisite
	· Basic knowledge of Cloud Computing Fundamentals.
· Basic knowledge in Computer Networks and Operating Systems.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce the fundamental concepts, characteristics, and architecture of Edge Computing and its role in distributed systems.

2. To understand various design patterns connecting edge and cloud environments for optimized data processing and communication.

3. To explore Edge-native applications and deployment using Kubernetes and other orchestration tools.

4. To study data storage and security mechanisms including encryption, authentication, and privacy-preserving techniques at the edge.

5. To analyze edge analytics techniques and real-world applications in domains such as healthcare, smart cities, and industrial automation.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the concepts, architecture, and characteristics of edge computing and its role in distributed cloud environments.
	K2

	2
	Illustrate various design patterns for data collection, communication, and compute offloading between edge and cloud systems.
	K3

	3
	Implement edge-native applications using Kubernetes, focusing on scalability, manageability, and security.
	K3

	4
	Analyze different data security and privacy-preserving techniques used in edge environments.
	K4

	5
	Evaluate edge analytics techniques and assess their effectiveness in real-world applications such as smart cities and healthcare.
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Unit I
	Edge Computing
	14 Hours

	Edge Computing: Definition – Characteristics – Scenarios – Edge Computing Architecture – Networking for Edge Computing – Edge Devices – Fleet Management – Edge Computing Interfaces: Middleware – Application Interfaces.

	Unit II
	Design Patterns 
	14 Hours

	Edge to Cloud: Data Collection Patterns – Messaging – Ingress endpoints – Remote Patterns – Compute Offloading Patterns. Cloud to Edge: Edge Acceleration Patterns – Edge Functions Patterns – Cloud Compute Stack on Edge. Edge Native Compute Stack: Datacenters – Template based Compute Stack – Multi-access Edge Computing Framework.

	Unit III
	Native Applications
	14 Hours

	Kubernetes on Edge: Kubernetes Cluster – Federation Topologies – Securing Kubernetes Cluster.
Edge Native Applications: Autonomous Bootstrapping – Adaptive to Environmental changes – Edge High Availability – End-to-End Security – Manageability – One Stack Multiple Perspective (OSMP) Model.

	Unit IV
	  Data Storage Security
	                          14 Hours
         

	Data Security: Data Encryption methods: Identity based, Attribute based, Proxy Re-Encryption, Function based, Honey based, Search based and Homomorphic Encryption. Authentication – Privacy-Preserving Schemes – Edge-based Attack Detection and Prevention.

	Unit V
	Edge Analytics
	14 Hours

	Edge Analytics: Data Analytics – Types of Data Analytics – Edge Data Analytics – Architecture of Edge Analytics – Machine Learning for Edge Devices. Edge Computing Use Cases: Autonomous Vehicles – Smart Cities – Industrial Automation – Network Functions – Healthcare. 

	Unit VI
	Contemporary Issues
	2 Hours

	  Webinars Case Study: Blood Pressure Monitor to Predict Hypotension in Edge Server – Detect Body Heat Index in Edge Server.

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1.Haisai Bai, Boris Scholl, 2021, “Edge Computing and Capability Oriented Architecture”, First Edition, CRC Press.

	K. Anitha Kumari, G. Sudha Sadasivam, D. Dharani, M. Niranjanamurthy, 2022, “Edge Computing – Fundamentals, Advances and Applications”, First Edition, CRC Press.

	Reference Books

	1.Rajkumar Buyya, Satish Narayana Srirama, 2019, “Fog and Edge Computing: Principles and Paradigms”, Wiley Publication.

	Perry Lea, 2020, “IoT and Edge Computing for Architects”, Second Edition, Packt Publishing

	David Jensen, 2019, “Beginning Azure IoT Edge Computing: Extending the Cloud to the Intelligent Edge”, First Edition, Springer.

	

	Related Online Contents (MOOC, SWAYAM, NPTEL, Websites etc.)

	1.https://onlinecourses.nptel.ac.in/noc24_cs66/preview

	2.https://onlinecourses.nptel.ac.in/noc25_cs28/preview
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	Course Code
	
	Cybersecurity in Cloud Environments
	L
	P
	C

	Core/Elective/
Supportive
	Elective II
	6
	0
	3

	Pre-requisite
	· Basic knowledge of computer networks, operating systems, and programming
· Familiarity with cloud computing fundamentals or internet technologies
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1.  To introduce the essentials of cyber security and the need for protection in digital systems
2. To learn cloud computing models and the associated security challenges
3. To study data protection, access control, and security management in cloud platforms.
 4. To learn governance, risk, and compliance measures for secure cloud operations

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Demonstrate the key concepts of cyber security and types of cyber threats
	K2

	2
	Demonstrate security tools and techniques to protect digital systems
	K2

	3
	Analyze cloud architecture, service, and deployment models
	K3

	4
	Categorize security risks and apply protection mechanisms in cloud environments
	K4

	5
	Examine governance, compliance, and risk management frameworks for cloud security
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Foundations of Cyber Security
	14 Hours

	Cyber Security Overview – Goals, Scope, and Importance, Cyber Threat Landscape – Malware, Phishing, Ransomware, Insider Threats.  Information Security Concepts – CIA Triad and Security Cyber Crime: Types, Motives, and Prevention  Policies, Security Standards and Best Practices.

	Unit II
	Security Mechanisms and Protection Tools
	14 Hours

	Basics of Cryptography – Symmetric & Asymmetric Keys, Hashing, Digital Signatures   Authentication and Access Control Models. Network Security Tools – Firewalls, IDS/IPS, VPN. Secure Protocols – HTTPS, SSL/TLS, SSH Security Incident Response and Recovery

	Unit III
	 Cloud Computing Concepts
	14 Hours

	Cloud Computing Overview – Definition, Features, Advantages.   Service Models – IaaS, PaaS, SaaS .  Deployment Models – Public, Private, Hybrid, Community. Virtualization and Containers in Cloud. Cloud Architecture and Resource Management

	Unit IV
	Cloud Security and Data Protection
	          14 Hours
         

	Security Challenges in Cloud – Data Breach, Multi-Tenancy, Virtualization Issues. Data Protection Techniques – Encryption, Masking, Tokenization. Identity and Access Management (IAM) in Cloud. Security Monitoring and Incident Handling in Cloud. Cloud Security Frameworks.

	Unit V
	 Governance, Risk and  Compliance  
	12 Hours

	Risk Assessment and Management in Cloud. Legal, Ethical and Privacy Issues in Cloud Security. Cloud Security Policies and Governance Strategies. Business Continuity and Disaster Recovery Planning. Case Studies – Securing AWS, Azure and Google Cloud Platforms

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1.Stallings, W. – Cryptography and Network Security: Principles and Practice, Pearson

	2.Raj, Kamal Kant et al. – Cloud Computing: Principles and Paradigms, Wiley. P.K.

	3.Sinha & R. Shanmugapriya – Cyber Security and Cloud Computing, McGraw Hill

	Reference Books

	1.Tim Mather, Subra Kumaraswamy, Shahed Latif – Cloud Security and Privacy, O’Reilly

	2.NIST Special Publication 800-145 – The NIST Definition of Cloud Computing

	3.Cloud Security Alliance (CSA) – Security Guidance for Critical Areas of Focus in Cloud Computing

	

	Related Online Contents (MOOC, SWAYAM, NPTEL, Websites etc.)

	1.Cyber Security and Privacy - Course

	2.Cybersecurity in the Cloud | Coursera
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	Course Code
	
	Cloud Storage and Backup Management
	L
	P
	C

	Core/Elective/
Supportive
	Elective II
	6
	0
	3

	Pre-requisite
	· Basic understanding of Cloud Computing fundamentals and data storage concepts.
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
    1. Understand the fundamental principles and architectures of cloud storage systems.
    2. Learn various types of cloud storage models and data management techniques.
    3. Explore the mechanisms of data protection, encryption, and compliance in cloud environments.
    4. Study cloud-based backup and disaster recovery processes.
    5. Develop the ability to design and manage cloud storage and backup solutions for business applications.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the basic concepts, features, and types of cloud storage systems.
	K2

	2
	Describe cloud storage architectures, data lifecycle, and security considerations.
	K2

	3
	Apply techniques for data storage management, versioning, and protection in cloud environments.
	K3

	4
	Analyze backup strategies, disaster recovery planning, and compliance standards.
	K4

	5
	Demonstrate the setup and management of simple cloud storage and backup configurations.
	   K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	INTRODUCTION TO CLOUD STORAGE 
	10 Hours

	Overview of Cloud Computing and Cloud Storage – Characteristics and Benefits of Cloud Storage – Cloud Storage Delivery Models: Public, Private, Hybrid – Data Storage Types: Block, File, and Object Storage – Major Cloud Storage Providers and Services (AWS S3, Azure Blob, Google Cloud Storage, IBM Cloud Object Storage) – Data Lifecycle in Cloud Storage.

	Unit II
	CLOUD STORAGE ARCHITECTURE AND TECHNOLOGIES
	15 Hours

	Components of Cloud Storage Architecture – Storage Virtualization and Elastic Storage – Storage Provisioning and Management – Access Interfaces and APIs (REST, SOAP, SDKs) – Storage Performance: Throughput, Latency, Scalability – Cloud Storage Interoperability and Migration.

	Unit III
	DATA MANAGEMENT AND SECURITY
	15 Hours

	Data Deduplication, Compression, and Encryption – Access Control and Identity Management – Data Consistency, Replication, and Availability – Data Retention Policies and Lifecycle Management – Compliance and Regulatory Standards (GDPR, ISO 27001) – Monitoring and Managing Cloud Storage.

	Unit IV
	CLOUD BACKUP CONCEPTS AND TECHNIQUES
	                          15 Hours
         

	Introduction to Backup and Restore – Types of Backup: Full, Incremental, Differential, Mirror – Cloud-native Backup Solutions (AWS Backup, Azure Backup, Google Backup) – Backup Automation and Scheduling – Data Versioning and Recovery Points – Encryption and Secure Backup Practices.

	Unit V
	DISASTER RECOVERY AND BUSINESS CONTINUITY
	15 Hours

	Concepts of Disaster Recovery (DR) and Business Continuity (BC) – DR Strategies: Hot Site, Warm Site, Cold Site – Replication and Failover Mechanisms – DR Planning, Testing, and Documentation – Case Studies on Cloud Backup and Recovery Implementations – Emerging Trends: Hybrid Cloud Backup, Edge Storage, AI-based Data Protection.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1.Thomas Erl, Ricardo Puttini, Zaigham Mahmood — Cloud Computing: Concepts, Technology & Architecture, 1st Edition, Pearson Education, 2013. 

	2.Kris Jamsa — Cloud Computing: SaaS, PaaS, IaaS, Virtualization and more,1st Edition, Jones & Bartlett Learning, 2013.

	Reference Books

	1.Rajkumar Buyya, James Broberg, Andrzej Goscinski — Cloud Computing: Principles and Paradigms, 1st Edition, Wiley, 2011

	2.John W. Rittinghouse, James F. Ransome — Cloud Computing: Implementation, Management, and Security, 2nd Edition, CRC Press, 2017.

	

	

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.Cloud computing - Course



	2.Deployment and DevOps | Coursera
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*S - Strong; M - Medium; L - Low
	Course Code
	
	Mobile Application Hosting on Cloud
	L
	P
	C

	Core/Elective/
Supportive
	Elective III
	6
	0
	3

	Pre-requisite
	· Basic Programming Knowledge
· Fundamentals of Cloud Computing
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To introduce students to the fundamentals of mobile cloud computing and cloud-based hosting of mobile  applications.
2. To familiarize students with cloud platforms, services, and deployment models suitable for hosting 
3. mobile apps.
4. To enable students to deploy, monitor, and manage mobile applications on cloud environments.
5. To develop analytical skills to evaluate performance, scalability, and security aspects of mobile apps 
6. hosted on cloud.
7. To expose students to real-world use cases, emerging trends, and challenges in mobile cloud application  hosting.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Understand the fundamental concepts, characteristics, and service models of Mobile Cloud Computing and their role in mobile app hosting.
	K2

	2
	Identify and compare various cloud platforms and services (AWS, Azure, GCP, Firebase, Amplify) suitable for mobile application deployment.
	K3

	3
	Implement mobile app deployment, monitoring, and CI/CD processes in a cloud environment using appropriate tools and services
	K3

	4
	Analyze the performance, scalability, and security aspects of cloud-hosted mobile applications.
	K4

	5
	Evaluate real-world mobile cloud computing solutions and emerging trends like 5G and edge computing for efficient mobile app management.
	   K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction to Mobile Cloud Computing
	14 Hours

	Overview of Mobile Cloud Computing (MCC) — definition and importance- Mobile App Hosting Concept- why cloud hosting is used - Characteristics of Mobile Cloud Applications — scalability, elasticity, cost-efficiency - Cloud Service Models (IaaS, PaaS, SaaS) for Mobile Apps - Advantages of   Hosting Mobile Apps on Cloud vs On-Premise

	Unit II
	                           Cloud Platforms for Mobile App Hosting             
	14 Hours

	  Overview of Cloud Providers: AWS, Azure, GCP — Mobile App support services - PaaS Platforms
  for Mobile Apps: Firebase, AWS Amplify, Azure Mobile Apps - Serverless Mobile App Hosting —
  Lambda Functions, Cloud Functions - Containerization & Orchestration — Docker, Kubernetes
  overview for mobile apps - Case studies of mobile apps hosted on cloud

	Unit III
	Mobile App Deployment & Management
	14 Hours

	Application deployment process — Continuous Integration / Continuous Deployment (CI/CD)- Mobile Backend as a Service (MBaaS) concepts- Mobile App Monitoring & Logging in cloud environment- Scaling and Load Balancing for Mobile Apps - Security & Privacy –  considerations — Authentication, Encryption, Data Storage

	Unit IV
	Performance Optimization & Cloud Services Integration
	                      14 Hours
         

	  Performance Metrics — Latency, Throughput, Response Time -   Cloud Database Services for Mobile
  Apps — DynamoDB, Fire store, Azure Cosmos DB -  Caching & Content Delivery Networks (CDNs)– improving mobile app performance -  Push Notification -  Handling Offline & Sync Mechanisms in  Mobile Cloud Apps

	Unit V
	                 Applications, Case Studies & Trends
	14 Hours

	  Real-world Mobile App Hosting Examples: e-Commerce, Social Media, Healthcare - Challenges ---
  Network dependency, Battery consumption, Cost management - Emerging Trends — Edge computing,
  5G integration, AI-enabled cloud mobile apps - Future directions in Mobile Cloud Computing

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                        Total Lecture Hours
	 72 Hours

	Text Book(s)

	1.Abhirup K , Mobile Cloud Computing: Principles and Paradigms, I.K. International Publishing House Pvt. Ltd.2016

	Reference Books

	1.Jayaswal, Kailash; Kallakurchi, Jagannath; Houde, Donald J.; Shah, Dr. Deven; With Kogent Learning Cloud
   Computing Black Book. Wiley India, 2015

	2. Debashis De, Mobile Cloud Computing: Architectures, Algorithms and Applications, CRC Press (Taylor & Francis Group), 2016

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.swayam2.ac.in/nou25_ge63/preview

	Course Designed by:


	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10

	CO1
	S
	L
	L
	S
	S
	M
	L
	L
	L
	L

	CO2
	S
	L
	L
	S
	S
	S
	L
	L
	L
	L

	CO3
	S
	M
	M
	S
	S
	S
	L
	L
	L
	L

	CO4
	S
	M
	M
	S
	S
	S
	L
	L
	L
	L

	CO5
	S
	M
	M
	S
	S
	S
	L
	L
	L
	L


*S - Strong; M - Medium; L - Low
	Course Code
	
	Digital Marketing Using Cloud Tools
	L
	P
	C

	Core/Elective/
Supportive
	Elective III
	6
	0
	3

	Pre-requisite
	· Basic Programming Knowledge
· Fundamentals of Cloud Computing
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. To understand the evolution, scope, and benefits of digital marketing and the role of cloud computing in enhancing marketing operations.

2. To familiarize students with cloud-based tools for web hosting, SEO, and search marketing.

3. To enable students to design and manage social media, email, and content marketing campaigns using cloud platforms.

4. To develop analytical skills for evaluating digital marketing performance through cloud-based analytics and reporting tools.

5. To expose learners to emerging trends, ethical guidelines, and strategic planning in cloud-based digital marketing.

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the concepts of traditional vs. digital marketing and the significance of cloud adoption in marketing environments.
	K2

	2
	Apply cloud-based tools for creating websites, optimizing search visibility, and managing digital advertisements
	K3

	3
	Implement social media, email, and content marketing campaigns using cloud platforms effectively
	K3

	4
	Analyze marketing performance using cloud-based analytics tools and interpret metrics for decision-making.
	K4

	5
	Evaluate digital marketing strategies, ethical practices, and emerging trends in AI-enabled cloud marketing.
	K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	Unit I
	Introduction to Digital Marketing & Cloud Integration
	 14 Hours

	 Traditional vs Digital Marketing – History, Scope & Benefits - Cloud computing role in marketing –  Elasticity, SaaS adoption - Cloud-based Digital Marketing Suites (Google Marketing Platform, HubSpot,  Zoho Campaigns, Salesforce Marketing Cloud) - Customer Journey in online environment (Awareness — Engagement — Conversion — Retention) -  Types of digital marketing strategies  (Inbound vs Outbound)

	Unit II
	Cloud Tools for Web Presence and Search Marketing
	14 Hours

	Website hosting on Cloud (AWS LightSail, Azure Web Apps, GCP App Engine) - Domain, DNS, SSL on cloud -  SEO Basics: On-page — Off-page — Technical SEO -  Cloud Tools for SEO (Google Search  Console, Google Trends) - SEM using Cloud Ads Platforms (Google Ads, Bing Ads) – Keyword research using cloud keyword tools.

	Unit III
	Cloud-Based Campaigns: Social, Email & Content Marketing
	14 Hours

	 Social Media Marketing using cloud dashboards (Meta Business Suite, Hootsuite)  -  Cloud CRM and  audience segmentation (HubSpot/Zoho CRM) - Email marketing on cloud (Mailchimp, SendGrid, AWS  SES) - Content automation tools on cloud (Canva Cloud, Grammarly Cloud, Buffer) - Landing Page creation  on cloud (Unbounce, Wix Cloud, Google Sites)

	Unit IV
	Analytics & Performance Measurement using Cloud Tools
	                        14 Hours
         

	 Web Analytics: Google Analytics 4 (Cloud-based) - Understanding metrics: Impressions, CTR,   Bounce Rate, CAC, ROI - Heatmaps & User Behaviour tools (Hotjar cloud) - Cloud-based A/B Testing Platforms - Dashboard generation using Data Studio / Looker- Attribution models using cloud  Analytics

	Unit V
	                    Strategy, Governance & Case Studies
	 14 Hours

	Designing cloud-enabled digital strategy - Budgeting and ROI estimation using cloud metrics -  Legal,  Ethical & Privacy Guidelines (GDPR, PDPA, Cookie Compliance) - AI in Digital Marketing on Cloud  (ChatGPT, Bard, Copy.ai, Jasper) - Case studies on E-commerce, EdTech, Local Business using cloud marketing - Emerging trends: Voice Search, Marketing Automation, Personalization

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	72 Hours

	Text Book(s)

	1. Seema Gupta, Digital Marketing — Text & Cases, McGraw-Hill Education. 2020

	2. Vibha Mathur & Saloni Arora , Digital Marketing, PHI Learning Pvt Ltd, 2020

	3.Swaminathan T. N. & Karthik Kumar, Digital Marketing: From Fundamentals to Future , Cengage, 2019

	Reference Books

	1.Puneet singh Bhatia, Fundamentals of Digital Marketing, Pearson India,2019 

	2. Dr. Satinder Kumar, Dr. Supreet Kaur, Taxmann's Digital Marketing,2023

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.swayam2.ac.in/cec25_mg18/preview

	2. https://onlinecourses.swayam2.ac.in/cec25_mg19/preview
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	Course Code
	
	Web Application Hosting on Cloud
	L
	P
	C

	Core/Elective/

Supportive
	Elective III
	6
	0
	3

	Pre-requisite
	· Basic knowledge on HTML, CSS, JavaScript,

· Basic knowledge on cloud service models (IaaS, PaaS, SaaS)
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:

1. To introduce the fundamental concepts, architecture, and service models of cloud computing.

2. To explore virtualization, scalability, and resource management in cloud environments.

3. To familiarize students with major cloud platforms and deployment approaches.

4. To provide practical knowledge in cloud application development and management.

5.  To discuss cloud security, analytics, and emerging trends through real-world case studies

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Explain the fundamental concepts, architecture, and service models of cloud computing.
	K2

	2
	Demonstrate the use of virtualization, resource provisioning, and cloud service management techniques.
	K3

	3
	Develop and deploy basic cloud-based applications using appropriate cloud platforms and tools.
	K3

	4
	Analyze cloud security mechanisms, data privacy strategies, and performance issues in cloud environments.
	K4

	5
	Evaluate emerging trends such as serverless computing, edge computing, and AI integration in cloud technologies
	    K4

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	Introduction to Cloud Computing 
	 14 Hours

	Definition and Characteristics of Cloud Computing – Evolution – Service Models (IaaS, PaaS, SaaS) – Deployment Models (Public, Private, Hybrid, Community) – Essential Characteristics – Cloud Architecture and Components – Advantages and Challenges – Cloud Ecosystem and Stakeholders.

	Unit II
	Virtualization and Cloud Platforms
	 14 Hours

	Virtualization Concepts – Hypervisors and Virtual Machines – Containers and Orchestration – Resource Provisioning and Management – Cloud Storage and Networking – Overview of Major Cloud Providers (AWS, Azure, GCP) – Case Study: Designing a Virtualized Cloud Environment.

	Unit III
	Cloud Services and Application Development
	 14 Hours

	  Cloud Service Management – Programming Models for the Cloud – Cloud APIs and SDKs – Deployment of Cloud Applications – Monitoring and Performance Metrics – Hands-on Exercise: Developing a Simple Cloud-based Application – Use Cases in Storage and Computation.



	Unit IV
	Cloud Security and Data Analytics
	                     14 Hours
         

	Cloud Security Architecture – Threats and Countermeasures – Authentication and Access Control – Data Privacy and Compliance – Disaster Recovery and Business Continuity – Cloud Analytics Framework – Big Data Integration with Cloud – Case Studies on Cloud Security and Analytics.

	Unit V
	Advanced Topics and Emerging Trends
	                 14 Hours

	Serverless Computing – Edge and Fog Computing – AI/ML in Cloud – Cloud Automation and DevOps Practices – Cost Optimization and Energy Efficiency – Cloud Benchmarks and Performance Evaluation – Future Trends in Cloud Technology – Industry Use Cases.

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	                 72 Hours

	Text Book(s)

	1. Arshdeep Bahga & Vijay Madisetti, Cloud Computing: A Hands-On Approach, Universities Press, 3rd Edition, 2023.

	

	Reference Books

	1.Leon Shklar & Richard Rosen, Web Application Architecture: Principles, Protocols, and Practices, Wiley, 2022.

	2. Thomas Erl, Cloud Computing: Concepts, Technology & Architecture, Pearson Education , 2023

	3.Martin Kleppmann, Designing Data-Intensive Applications, O’Reilly, 2022

	4.AWS, Azure, and Google Cloud Documentation – Web Hosting and guides

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://onlinecourses.nptel.ac.in/noc20_cs52/preview

	2. https://www.coursera.org/learn/cloud-services-java-spring-framework 
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	Course Code
	
	Malware Analysis and Reverse Engineering
	L
	P
	C

	Core/Elective/
Supportive
	Skill Based Subject:4
	3
	0
	2

	Pre-requisite
	· Basic knowledge on computer architecture and assembly exposure
· Basic Knowledge on debugging concepts and tools, networking concepts
	Syllabus version
	2026 – 27
Onwards

	Course Objectives

	The main objectives of this course are:
1. Provide a solid foundation in machine architectures and assembly needed for malware analysis.
2. Teach static and dynamic methods to analyze malicious binaries and scripts.
3. Equip students with techniques to detect, unpack, and Deobfuscate malware.
4. Explain advanced tactics used by kernel-mode malware, rootkits, and anti-analysis mechanisms.
5. Develop skills for cross-platform analysis (Windows, Linux, macOS, Android, .NET/Java bytecode) and script/macro reverse engineering.

	

	Course Outcomes

	On the successful completion of the course, student will be able to

	1
	Describe CISC/RISC architectures, register usage, memory models, and instruction set differences used in malware design
	K1

	2
	Infer PE/ELF file structures, program loading, and process creation flows, and identify key artifacts useful for static analysis.
	K2

	3
	Apply static and dynamic analysis techniques (disassembly, debugging, unpacking, API tracing) to investigate malicious binaries and scripts.
	K3

	4
	Discover and interpret advanced malware techniques such as code injection, API hooking, rootkits, and anti-analysis/evasion tactics
	K3

	5
	Relate the ability to reverse engineer cross-platform threats (bytecode, shellcode, Android, MAC-OS/I-OS) and Deobfuscate scripting-based malware and macros
	K3

	K1 – Remember K2 – Understand K3 – apply K4- Analyze K5 – evaluate K6- Create

	

	Unit I
	                 Fundamentals of Malware Analysis
	              7 Hours

	Introduction to CISC/RISC architectures - Basic programming concepts - Registers and memory Virtual memory and stack - Branches, loops, and conditions - Assembly languages: CISC versus RISC - Introduction to x86 (IA-32 and x64) architecture - Understanding instruction structure and sets

	Unit II
	Static and Dynamic Analysis
	7 Hours

	PE header structure analysis - Static and dynamic linking - PE loading and process creation - Basics of debugging with OllyDbg/Immunity Debugger - Types of breakpoints and memory breakpoints - Modifying program execution and patching - Debugging malicious services - Unpacking, decryption, and Deobfuscation techniques.

	Unit III
	Advanced Analysis Techniques
	8 Hours

	Process injection and API hooking - DLL injection and reflective DLL injection - Understanding rootkits and kernel-mode malware - SSDT hooking and IRP hooking - Bypassing anti-reverse engineering techniques - Debugger detection and evasion - Encryption algorithms and decryption methods

	Unit IV
	Cross-Platform Malware Analysis
	6 Hours

	Handling exploits and shellcode - Exploring vulnerabilities and exploit types - Analysis of Microsoft Office exploits - Reversing bytecode languages (.NET, Java) - Understanding ELF files and Linux malware - Introduction to MACOS and IOS threats - Analyzing Android  malware samples.

	Unit V
	Scripting, Macros, and Debugging 
	6 Hours

	Reversing shell scripts and batch files - Deobfuscating and debugging VBScript and PowerShell Handling     JavaScript and other scripting languages - Analyzing macros in documents - Investigating anti-reverse engineering tricks - Dynamic analysis of scripts and macros

	Unit VI
	Contemporary Issues
	2 Hours

	   Expert Lectures, Online Seminars – Webinars

	                                                                                         Total Lecture Hours
	36 Hours

	Text Book(s)

	1.Alexey Kleymenov and Amr Thabet, “Mastering Malware Analysis”, Packt Publishing, 2019

	

	Reference Books

	1.Rob Botwright, “Malware Reverse Engineering Cracking the Code”, Pastor Publishing Limited, 2024

	2.Michael Sikorski and Andrew Honig, “Practical Malware Analysis”, William Pollock, 2012

	Related Online Contents (MOOC, SWAYAM,NPTEL, Websites etc)

	1.https://www.coursera.org/learn/malware-analysis-and-assembly 

	2. https://www.coursera.org/learn/advanced-malware-and-network-anomaly-detection 
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